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Abstract

The thesis uses hypothesis testing and correlation analysis methods to explore the relationship
between structural code coverage and the quality of software developed in an eXtreme Programming
(XP) environment, via a case study of a commercial software product. We find that improving code
coverage is helpful to detect residual defects, but it is not enough, and we also need other testing, like
'acceptance testing, in the process of XP software development to provide good quality software

products.

In addition, in order to investigate why the strength of association between code coverage and
residual defect density is not as strong as that presented in prior work, a detailed defect root cause
analysis is performed, showing that over 96% of bugs cannot be detected by improving code
coverage. Based on the defect categories and distribution of defect root cause, six improvement

actions are proposed for future XP projects.
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Chapter 1

Introduction

This introduction covers the following topics to provide an overview of background material
necessary to understand the work in this thesis: Extreme Programming, automated testing for web
applications, and the Swurv project (the case study product). Following this, the thesis motivation

and organization are presented.

1.1 Extreme Programming

Extreme Programming (XP), originated by Kent Beck, has been proven to be an effective and
successful software development process in projects for many companies [34]. Organizations
increasingly face a rapidly changing business and technological environment. In such a dynamic
environment, traditional software development approaches, which assume that all requirements
can be anticipated at the beginning of projects and will remain stable, are unlikely to be
successful [32]. The goal of Extreme Programming is to allow an organization to be able to
deliver and change quickly. Change is smoothly facilitated in XP, by empowering developers to

confidently respond to changing customer requirements, even late in the life cycle.

1.1.1 Core Practices of XP

Extreme Programming is described in terms of 12 core practices [37]:

e The Planning Game: Business and development cooperate to produce the maximum

business value as rapidly as possible.

e Small Releases: Start with the smallest useful feature set. Release early and often, adding

a few features each time.

e System Metaphor: Each project has an organizing metaphor, which provides an easy to

remember naming convention.
e Simple Design: Always use the simplest possible design that gets the job done.

e Test Driven Development: Before programmers add a feature, they write a test for it. In

XP, there are two kinds of tests:



A. Unit tests are automated tests written by the developers to test
functionality as they write it. Each unit test typically tests only a

single class, or a small cluster of classes.

B. Acceptance tests (also known as functional tests) are specified
by the customer to ensure that the overall system is functioning

as specified. Ideally acceptance tests should be automated.

3

o Refactoring: Eliminate any duplicate code generated in a coding session.

e Pair Programming: All production code is written by two programmers sitting at one

machine.

e Collective Code Ownership: No single person "owns" a module. Any developer is able

to work on any part of the code base at any time.

e Continuous Integration: All changes are integrated into the code base on a minimum of

a daily basis. The tests have to run 100% both before and after integration.

. o 40-Hour Work Week: Overtime is treated as a sign that something is wrong with the

process.
e On-site Customer: The development team has continuous access to a real live customer.

e Coding Standards: Everyone codes to the same standards.

1.1.2 The Good, The Bad and Modified Practices for XP

Recently, there have been some discussions about which practices of XP are useful and which
need to be adapted (the lists are given below). From some real projects’ experience, some XP
practices are not considered readily applicable to every project [30,32,33,35]. However, as XP
has provided many effective practices to develop software at Internet speed, to accommodate
changes in requirements, XP is becoming increasingly important and deserves to be tailored to
suit the nature of different systems and development environments. This is especially true for
complex large-scale enterprise systems [32]. I summarized XP’s good and bad aspects, and

modified practices, according to papers based on authors’ real world project experience.

1. The Good Aspects:



Rumpe’s study [34], Quantitative Survey on Extreme Programming Projects, was conducted

among people who had experience in applying XP, and presented the following encouraging data

[34]:

Rasmussen [35] summarizes several good aspects of their customer’s project. He stresses that
Test-driven development is very useful. He points out, “Tests are an important side effect, but

more important is the resulting design the technique helps produce.”[35]

Testing [31,34,35]

Pair Programming (34]

Small Release [34]

Common Code Ownership [34]
Continuous Integration [31,34,35]
Metaphor [31,34]

On-Site Customer [34]
Test-driven development [35]
Stand-up meetings [35]
Refactoring [35]

Simplest thing possible [31,35]

Extremely human-focused [31]

Almost all of the projects were rated successful.
100% of the asked developers would reuse XP in the next project, when appropriate.

The most useful XP elements were common code ownership, testing and continuous

integration, metaphor and on-site customer.

The most important success factors were: testing, pair programming and the focus of XP

on the right goals.

2. The Bad Aspects:



Limited documentation (User Story, code and test cases only) [33]

Nawrocki proposes that the most important issues are: maintenance problems resulting
from very limited documentation (XP relies on code and test cases only) [33]. Also, XP
relies on oral communication, but oral communication is susceptible to lapses of memory.

Again it would be useful to have some written documents.

Insufficient automated functional tests [30]

Elssamadisy mentions, “All the unit tests are passing and the system is still broken. An

insufficient suite of automated tests may result in late delivery.”[30]

Developers’ lack of a holistic understanding of the place each story has in the total
application [30].

Elssamadisy noticed, “When the story cards are written and analyzed, the responsible
party for a card feels that he or she cannot be sure all functionality has been accounted
for in the functional tests developed for that card. [30].” With the number of
implemented story cards growing, customers began to miss this or that depepdency that

should have been addressed in the story card.

Design at development time [31,32]

Glass points out that the main disadvantage of XP is ongoing design at development time.
From his experience, “ ‘ analysis paralysis’ might be okay for tiny projects (Beck says
XP is for small to medium-sized projects), but it’s a disaster in the making for larger

ones.”
Pair Programming [31,32]

Some people argued that pair programming is not good since most programmers do not

like to hold ongoing conversations with a pair mate while working in creative mode.

The Modified Practices:
Designing upfront [32]

Development of large and complex system requires a carefully designed architecture. In

this way, we can avoid the bad effects of “Design at development time”.



* Surrogate customer engagement [32]

It is difficult to get a real customer to work on site, so an on-site surrogate customer is

integrated into the project.
e Flexible pair programming [32]

Pair programming is used in a flexible way. Only analysis, design, test case development,
and unit testing are done in pairs. Developers do try to code in pairs but may return to

solo coding. This is inherently tied to the personality of the developers.

e Provide the development team with some synoptic "picture” of the whole that promotes a

holistic understanding of the place each story has in the total application [30]

e Make testers a part of the team [35]

Better results will be achieved when testers are made a core part of the team. They can
aid customers in defining and automating acceptance tests as well as play the role of

analyst and flush out hidden requirements and assumptions [35].

1.1.3 Acceptance Testing in Extreme Programming

Ron Jeffries [38] indicates that the failure to have customer-owned acceptance tests is one of the
most common mistakes in XP. Acceptance tests can enhance the communication between
customers and programmers. By defining acceptance tests at the beginning of every iteration, the
customer communicates to the programmers what she wants, by telling them how she will
confirm that they've done what is needed; by implementing acceptance tests, programmers show
customers that the story has been implemented correctly. Furthermore, successful acceptance

tests are customer-owned and automatic. However, “automatic” requirement is difficult for some

cases, such as GUI applications [36,39,40].

There are some researchers who explore how to automate Acceptance tests. Lisa Crispin et al
[36] reported that the "automatic” criterion has given them trouble in some cases. For example,
for web applications, they have not found a cost-effective way to automate JavaScript testing.
They test JavaScript manually and carefully control their JavaScript libraries to minimize changes

and thus the required retesting. They also propose principles for acceptance tests.

e Test must be modular and self-verifying to keep up with the pace of development.

e Verify the minimum criteria for success.



Because the unit tests are comprehensive, we don't need to duplicate them in Acceptance

tests.
e Perform each function in one and only one place.
This is to minimize maintenance time.

e Define modules that can be reused, even for unrelated projects.

e Do the simplest thing that works.
This XP value applies as much to testing as to coding.

Finsterwalder [39] suggests that acceptance tests need to be repeatable and should be run at
least once a day. This way, any defects that have beer introduced into the application can be
detected and corrected as soon as possible. In XP, acceptance tests should be automated. But it is
not.always worth automating every test. Especially for GUIs that change often, it does not pay off
to invest in GUI test automation. Since their application is designed so that no business logic is
mixed with the GUI handling code, “the verification that the thin GUI layer is working well can

often be done manually.”

Anderson [40] introduced a successful project using the strategy “Usage-First Design”. “We
simulated Test-First Design by insisting that new code was always written ‘usage-first’
acceptance tests.” It is difficult to automate some products (such as interactive GUIs). They
solved this by creating a scripting interface that slots in just beneath the GUI layer itself. But this

method depends on the architecture of the software application.

1.2 Automated Testing for Web-based application

As we discussed above, XP requires automated unit testing and acceptance testing. Moreover,
Swurv, the project studied in this thesis, is a web-based application. So, in this section, we did a
survey on automated testing for web-based applications. Automated tests are crucial for Web-
based projects. They enable continuous modifications to an exisfing code base without the fear of
damaging existing functionality. They are executed at will and don't carry the costs and

inconsistencies associated with manual tests [43].

1.2.1 Black box and White box

There are two fundamental approaches for automated web testing:



e White Box/Structural tests, where an application is tested from the inside using its
internal application programmatic interface (API).
e Black Box/Functional tests, where an application is tested using its outward-facing
interface (usually a graphical user interface).
Sometimes white box tests are sufficient. In general, white box unit tests are sufficient to test
programmatic interfaces (APIs). For example, a unit structural test is sufficient to test a square

root function [43].

But for web applications, unit tests are not enough since most unit testing tools do not support
testing long event functions. What is a long event function? For example, in WordPad, the event
“Find Next” (obtained by clicking on the Edit menu) can only be executed after at least six events
have been performed. Web applications, however, usually include many longer event functions.
For example, in a flight booking web application, if a user wants to book a flight ticket, she/he
has to fill in a query form, submit it and then get a list of choices, choose one option and fill some
personal information to book a flight. In order to test the above ‘booking’ function, we have to
test the continuous events. In general, unit tests only test an event/function in a test. Memon [42]
shows that testing these longer event sequences may help detect a larger number of faults than

short event sequences.

Black Box tests are useful in testing long event functions and evaluating the overall health of
the application and its ability to provide value to users. Most Black Box tests emulate the
sequence of interactions between a user and an application in its exact order. Functional testing
plays an important role in XP methodology, which stresses functional testing so that developers

can get feedback about the overall state of their system [41].
The two testing strategies are complementary: Structural tests may reveal intricate bugs that
functional testing would miss, but functional tests are required to validate the application's overall

performance.

1.2.2 Web Testing Tools

In today’s market, a number of Automated Test Tools have been developed for web applications.

1. Functional Testing Tools
Giora Katz-Lichtenstein [44] introduced historical and recent methods to do automated black box

testing for web applications. She points out that, “historically, writing Black Box tests was



difficult. Applications used different GUI technologies and communication protocols; thus, the
potential for tool reuse across applications was low. Commercial testing-tool packages relied on
capturing mouse clicks and keystrokes, which proved brittle to change. The combination of wide

usage of HTTP/HTML standards and an emerging number of open source projects makes Black

Box testing an easier task.” [44]

Nowadays, many companies and developers prefer to use open source Java packages like
HttpUnit or tools based on HttpUnit [41,44]. “The open-source HttpUnit ... is free of licensing

fees and very simple to use... Using HttpUnit as a foundation, you can build complex test suites

at minimal cost.” [8]

HttpUnit covers the useful spectrum of HTTP/HTML standards functionality, including forms,
frames, JavaScript, SSL, cookies, and headers. HttpUnit can be used to test a web site written in

any programming language. It can be used with a framework such as JUnit.

2. Structural Testing Tools

White-box or Structural tests validate each method independently. The most popular framework
for Structural testing in Jaya is JUnit, but it lacks for server-side testing. Unlike a stand-alone
application, servlets and EJBs in Web Applications depend on objects created and managed by
the server; in other words, they necessarily rely on the container's context. For example, many
servlet methods expect an HttpServletRequest and an HttpServletResponse object as parameters,
making it impossible to test the methods without valid instances of these objects [45]. In these
cases, there are two general approaches:

1) Mock objects (ServletUnit, etc) [45]

2) In-container testing (Cactus) [45]

Mock Objects are test-oriented replacements for concrete implementations. They are
configured to simulate the server side object. In contrast to stubs, they also keep details of the
expected interactions. (A stub object provides nothing more than the implementation of an
interface.) Mock Objects let us test methods even before the domain objects are ready, i.e. before
the implementation is ready or before a choice of implementation has been made. Thus, for
example, it is possible to write servlet code before choosing a container. This is in accordance
with XP that says: "do not commit to infrastructure choice before you have to" and "write unit

tests first" [46].

There are some testing frames using mock objects: ServletUnit (the most famous and popular

tool for unit testing servlet) [62], MockEJB [61], etc.
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In-container testing is to run the tests on the server, using real objects provided by the Web
server [45]. It tends to be more coarse-grained and it also ensures that developed code will run in
the container. Until now, from my research, the unique package supporting in-Container testing is

Cactus.

Cactus’s founder, Vincent Massol, stresses that these two ways are complementary. [46] Mock
objects let us test methods even before the domain objects are ready, and it is in accordance with
XP’s directive to "write unit test first". A cactus test gives us ‘enough’ confidence that our tests

will run fine when deployed [47]. Furthermore, sometimes, we need to check in-container

memory objects to verify applications.

1.3 Swurv Project Introduction

The Swurv company specializes in developing Internet technology products. The product in our
study is Swurv Envgonment (SE). SE is a web-based delivery platform that creates a central
meeting place for employees, clients and suppliers [48]. SE was developed by a team of 7-12

developers and the development lasted for about 20 months.

Table 1.1 gives statistic information about the Swurv project (SE) from Clover --- a code

coverage tool for Java [21].

Table 1.1: Swurv Project Statistics

Project stats:||LOC: 215,921 Methods: 11,484
NCLOC:(|181,111 Classes: 1,343
Files: 1,295 Packages: 20

In Table 1.1, “LOC” stands for lines of code and “NCLOC” stands for non-commented lines of
code. From the above table, we can see 1,343 java classes, 20 java packages and 11,484 methods
were coded for the Swurv project. The Swurv project is a large and real commercial project,

which is suitable for our case study.
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Figure 1.1: Swurv project [48]

1.3.1 Testing
In Swurv, developers apply JUnit and ServletHarness, an in-house Mock objects test tool for
servlets, to write automated unit testing. These tests are executed every evening. When
developers come back to work, the first thing they do is to check the testing results. In this way,
they get quick feedback as to whether the newly added features work with other parts of the
project.

As for acceptance testing, the customer manually tests the functions of the project daily. If a

bug is detected, he writes a bug report using Bugzilla (a kind of bug tracking system [63]).

In terms of automated testing for web-based applications, Swurv project has applied the mock
objects strategy to do automated structural testing. They lack in-container structural

testing and automated functional testing.
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1.3.2 XP Practices in Swurv

Swurv applies the Extreme Programming methodology to develop products, including SE. The

XP practices Swurv follows include:

e The Planning Game

e Small Releases

e Simple Design

e  Unit Test Driven Development
. @ Refactoring

e Pair Programming

e Collective Code Ownership

e Continuous Integration

e 40-Hour Work Week

e  On-site Customer

e Coding Standards

The practices of XP that Swurv does not follow:

System Metaphor
System Metaphor, a compact mental image of the system, is a
communication mechanism [60]. It is not very indispensable and can be
replaced by other methods, such as design discussion, or documents.
Rumpe [34] mentions, “It is used by 40% XP projects” [34]. Ron Jeffries
[60] indicates that, “When working without a clear metaphor (which
probably half of all projects do), expect to need more diagrams, more

design discussions, and perhaps more documents.”

e Acceptance Tests before Development
Before programmers add a feature, the customer seldom writes detailed
acceptance tests. However, sometimes, the customer would do manual

acceptance testing after programmers submit a new feature.

We will suggest an effective set of XP improvement actions on the basis of root causal defect

analysis for the Swurv project in Chapter 5.
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14 Motivation“and Thesis Organization

In this section, I will introduce this thesis’s motivation and organization. However, first, I will

explain the following terms:

o Code coverage: it is expressed in terms of a ratio of the metric items executed or evaluated at

least once to the total number of metric items (see section 2.1.1 for detailed information).

e Residual defects: they are referred to the bugs detected from a software production

operational usage after XP development team releases the product to the customer.

e Quality: for the purposes of this thesis, product quality is considered to be inversely

proportional to the number of residual defects.

e Defect root causal analysis: it is the process of analyzing a defect to determine its root causes.

1.4.1 Motivation '

Usually, software developers tend to ignore unit testing or simply test several methods of the
newly developed code/features. They argue that testing is the task of testers and they cannot write
too much testing code since they have a tight schedule. However, Extreme programming (XP)
stresses that unit testing done by developers is very important. Project managers want to check if
developers have done adequate unit tests for modules. Since it is not convenient for project
managers to get the data of how well developers have tested for unit functional tests, they tend to
use code coverage tools, such as JProbe, Clover etc, to get the structural coverage data of
modules. But, does high code coverage mean less defects? Hence, we want to show if code

coverage has a strong relationship with remaining defects through our case study.

In XP, developers are encouraged to apply simple design to implement everything, and avoid
putting effort to useless things. They begin with a small simple component and frequently
refactor out duplicate code to keep a good simple structure. Thus, programs are easy to
understand and maintain. Also, because of the simple clear structure, buggy code may jump out at
developers. However, in real life, developers and project managers usually do not schedule
enough time for refactoring. In this thesis, I want to explore if the number of revisions, including
the number of refactorings, number of bug fixes and number of adding new functions, has any

correlation to residual defects. Because small components are encouraged in XP, I also wish to
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study whether component size has any correlation to residual defects. If such relationships exist,

an XP team will be more confident with the practices of simple design and refactoring.

In addition, currently, Extreme Programming (XP) methodology is applied to more and more

real world projects. Swurv has also practiced XP for almost 3 years. However, are there any XP

practices needing to be modified? Addressing this question, we want to do root cause analysis for

Swurv defects, and then propose recommendations.

To summarize, the main goals of this thesis are:

G1: To study if there is any correlation between code coverage and residual defects.

G2: To study if there is any correlation between code coverage and number of component

revisions, between residual defects and component size, and between residual defects and

number of component revisions.

G3: To explore if there are any XP practices that could benefit from modification.

We hope to provide data to help XP project managers revise their development practices in future

projects. Then, how to implement these goals?

1.

For Goal Gl and G2, firstly, we need to collect and analyze component data, such as code
coverage, number of revisions, component size, and residual defects, from the project.
Then, we will use correlation analysis methods to determine if any relationship exists

among the data.

. For Goal G3, we need to perform defect root causal analysis (DRCA). First of all, we

will collect bugs, and then categorize the underlying causes of each collected bugs. After
calculating the distribution of defect root causes, we can find which phases inject most of
the collected bugs. Then, we can propose improvement actions for XP practices to help

prevent and eliminate bugs.

Thus, after I finish the above two steps, my main contributions are in the following aspects:

To provide real correlation data between code coverage and residual defects in an XP

environment. From our survey, no previous work has studied an XP environment.

To provide real correlation data between code coverage and number of component
revisions, between residual defects and component size, and between residual defects and

number of component revisions. These data are from a large, real-world web-based
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project, using actual XP software bugs. No previous work studies such correlation from

real bugs in large, real-world web-based XP applications.

e To provide detailed steps of how to perform DRCA and DRCA'’s results based on a real-

world case study to help XP project managers improve development practices.

1.4.2 Organization
This thesis is organized as follows: *
Chapter 1: Firstly, Extreme Programming methodology is introduced, including a survey on the

good, the bad, and the modified XP practices. Then, basic automated web testing methods are

presented. The Swurv project under study is also introduced in this chapter.

Chapter 2: The background and related prior work necessary to understand the context and

details of the techniques developed in this thesis are provided here.

Chapter 3: Experimental design and basic data are introduced. First of all, the process of data
collection and filter are interpreted; then, the correlation analysis methods we use are introduced;

last, we present some basic Swurv statistic data and defect distributions.
Chapter 4: Our hypotheses are presented and tested by correlation analysis methods, and
results are presented here.

Chapter 5: Based on the defect causal distribution analysis, appropriate improvement actions

for the Swurv project are proposed.

Chapter 6: Results of this thesis are summarized and discussed, and I provide proposals for

future work.
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Chapter 2
Background and Related Work

The research presented in this thesis focuses on two goals. One is to analyze correlation between
code coverage and remaining defects, and the other is through defect causal analysis to explore if
there are any XP practices applied by the Swurv project needing to be modified. This chapter
introduces the relevant terms, and presents the background and prior related research in each of
these areas. However, very little research has been done in applying defect causal analysis to
explore XP practices. Since Extreme Programming has some common characters with traditional
software development, some of the methods and results from the prior work on defect causal

analysis for non-XP projects are surveyed.

2.1 Structural Test Coverage

Structural testing techmiques use a program’s structure to guide the development of test cases.
Chen [18] has shown that white-box testing is generally more effective than methods such as
random and functional testing [18]. One of the main tasks of this thesis is to study if the structural
test coverage is useful. Is there any relationship between structural code coverage and remaining
defects? Very little research is done to show us the relationship between code coverage and

remaining defects. Most of them study code coverage and detection of defects. I have classified

my survey into three categories:
1. Structural Test Coverage Criteria
2. Correlation between testing coverage and the detection of defects.

3. Using structural testing to guide functional testing

Hence, in the subsequent section, some of the terms, approaches and conclusions related to

these studies are presented.
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2.1.1 Introduction to Structural Test Coverage Criteria

Coverage criteria are a set of rules used to help determine whether a test suit has adequately
tested a program and to guide the testing process [17]. Structural coverage techniques give a
measure of how well the structural elements of the program are executed by a given test suite
[18]. A coverage metric is expressed in terms of a ratio of the metric items executed or evaluated

at least once to the total number of metric items. This is usually expressed as a percentage.
Coverage = items executed at least once / total number of items.

Theoretically, there are several standard structural coverage criteria: Statement coverage,
Branch coverage and Path coverage. Beizer [20] presents their definitions. In real life,
researchers/engineers also apply other criteria, such as conditional coverage, method coverage

and total coverage, etc.

Path Testing [20]--- Execute all possible control flow paths through the program: typically,
this is restricted to all possible entry/exit paths through the program. If we achieve this

prescription, we are said to have achieved 100% path coverage.

Statement Testing [20]--- Execute all staiements in the program at least once under some test.

If we do enough tests to achieve this, we are said to have achieved 100% statement coverage.

Branch Testing [20]--- Execute enough tests to ensure that every branch alternative has been
exercised at least once under some test. If we do enough tests to achieve this prescription, then we

have achieved 100% branch coverage.

Conditional Testing --- For each condition in a decision, we must get TRUE and FALSE at
least once. A condition is a Boolean sub-expression, separated by logical-and and logical-or if
they occur. Condition coverage measures the sub-expressions independently of each other. This
measure is similar to branch testing, but has better sensitivity to the control flow. If we do enough
tests to achieve this, then we have achieved 100% conditional coverage. However, full condition

. coverage does not guarantee full branch coverage.

Method Testing --- Each method in a class or module must have been executed at least once.

If we do enough tests to achieve this, then we have achieved 100% method coverage.

Total Coverage -—- The "total" coverage percentage of a class (or file, package, project) is
provided as a quick guide to how well the class is covered - and to allow ranking of classes. The

total percentage coverage (TPC) is calculated using the formula: [21]
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TPC = (CT + CF + SC + MC)/(2*C + S + M)
where
CT - conditionals that evaluated to "true" at least once
CF - conditionals that evaluated to "false" at least once
SC - statements covered
MC - methods entered
C - total number of conditionals
S - total number of statements
M - total number of methods

In the real world of testing, to achieve 100% of path coverage is impractical since some loops
might never terminate. Automated collection and analysis is considered essential if a metric is to
be used in real software development. Through software testing coverage analysis tools, some test
coverage metrics, which are most suitable for automated collection and analysis, can be
automatically evaluated. For example, statement and module/method coverage are widely used
in most coverage tools, such as Rational Pure Coverage[64], JProbe coverage[65], Clover
coverage tools[21], etc. Branch/Conditional coverage metrics are also used in some coverage
tools, such as Testworks[66] and Clover. In the meantime, a method of combining these metrics
into a single index is recommended and implemented in some tools, such as Clover, to get an

overall coverage evaluation.

2.1.2 Correlation Between Structural Test Coverage and Detection of Defects

Several researchers have explored the relationship between structural test coverage (or code
coverage) and the detection of defects [3,6,12,13,55]. Williams [6] used mathematical analysis to
validate the relationship between code coverage and the detection of defects. He indicated that his
analysis result agrees well with the experimental results of previous work: A linear increase in

code coverage results in an exponential increase in errors found [6].

Malaiya et al [13] present a model for test effectiveness that relates test coverage and defect
coverage. The model is fitted to 4 data sets for programs with real defects. The data used (defect

coverage and test coverage) are from integration and acceptance-test phases.
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The model is described by the following equation: [13]

Co=-A; +B;*C; , where

Cy is defect coverage;

C; is test coverage, including block, decision, c-use and p-use test coverage defined below;

A; and B; are the parameters for the linear approximation for C;

In the paper [13], Malaiya et al present definitions of coverage measures they use:

Statement (or block) coverage: The fraction of the total number of statements (blocks)

that have been executed by the test data. (Block refers to statement blocks of a

program.)

Branch (or decision) coverage: The fraction of the total number of branches that have

been executed by the test data.

C-use coverage: The fraction of the total number of c-use pairs that have been covered
during testing. A c-use pair includes 2 points in the program, a point where the value of
a variable is defined or modified, followed by a point where it is used for computation

(without the variable being modified along the path).

P-use coverage: The fraction of the total number of p-use pairs that have been covered
during testing. A p-use pair includes 2 points in the program, a point where the value
of a variable is defined or modified, followed by a point in a branching statement

where it is used in a predicate (without modifications to the variable along the path).

Ye and Malaiya [12] have validated the above model [13,19]. They propose, * for the values of

G; greater than a knee-value C; _knee, this model can be approximated by a linear function.... It

has been shown that this model can be used to estimate the residual defect density. ”

Piwowarski [3] surveyed testing experience of using coverage measurements during function

testing at IBM. They showed an almost linear correlation between the number of errors removed

and code coverage. They propose that a 10% improvement in code coverage would lead to

approximately a 70% removal rate during function test.

Karcich [55] collected failure and module coverage data during the system testing phase of a

commercial software-hardware system. They measured module and branch coverage. They found

when the coverage increases, so do the errors detected. They also applied the correlation analysis
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technique. The correlation coefficient between error and module coverage was found to be 0.76
and that between error and branch coverage was 0.60. Based on the Table 3.7 (Descriptors of

Association for Pearson’s r), the association between error and test coverage are strong.

Krishnamurthy [16] presented experimental data that is indicative of a high correlation between
code coverage and software reliability: the reliability increases with coverage. The reliability is

computed by:

Rp;-=1-FPpy

Where

pi- : Erroneous program with i remaining faults, i€ {0,1,...,N}

Rp;-. True reliability of pi’

FPp;. Failure probability of p;-

The code coverages they measured are block, decision, and all-uses. Block and decision are
presented above. In reference [17], Hong Zhu gives the definition of all-uses criterion as the
following: | |

All-uses criterion: A set P of execution paths satisfies the all-use criterion if and only if for all
definition occurrences of a variable x and all use occurrences of x that the definition feasibly

reaches, there is at least one path p in P such that p includes a subpath through which that

definition reaches the use.

Krishnamurthy [16] examined 3 Unix programs with about 200-1000 LOC. Faulty versions of
programs were created by introducing defects into each of them. These seeded defects were all

structural/coding defects [11], such as data initialization and boundary errors.

The code coverage (block, decision, and all-uses) was measured using random testing. They
used the correlation analysis technique and observed that the degree of correlation between all-
uses coverage and reliability has an inverse relationship with the fault density, and a direct
relationship with program size. The correlation coefficient of the most complex program---sort,
varying from 0.63 to 0.87, is higher than those of other 2 programs, varying from 0.12 to 0.45
[16]. However, their conclusions were based on relatively small programs. According to Karcich

[55], for a valid conclusion, the system should be 5000 lines of code or larger.
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The above prior work showed that structural test coverage has strong correlation with the
detection of defects and software reliability. However, there are works that argue that good
coverage does not imply good fault detection [5]. Even the high coverage level test sets were not
terribly likely to detect the faults [10]. Achieving 100% statement coverage does not imply
correctness [5,6,8,15]. The contradiction has led some researchers to think that if tests are
designed simply to satisfy the coverage criteria, then their coverage may not be correlated with
defect detection. It is dangerous to rely on structural coverage alone [5]. Combining code
coverage with other testing techniques, such as functional testing, may enhance the effectiveness

of functional testing. Studies relating code coverage with functional testing are outlined in

Section 2.1.3.

2.1.3 Using code coverage with functional testing
The following prior research proposes that functional testing with code coverage could enhance

test effectiveness.

Kantamneni [1] proposed a technique called “Structurally Guided Black Box Testing”.
Structural information is used to automatically guide black-box test case generation. They argued ’
this technique which can help black-box testing to cover those hard to test branches will
significantly enhance test effectiveness based on the idea: If the code is never executed in the

first place then faults can never be detected.

Chen [7] proposed a methodology to integrate the black- and white-box techniques based on
mathematical theorems. The black-box technique is used to select test cases. The white-box
technique is mainly applied to determine whether two objects resulting from the program

execution of a test case are observationally equivalent. It is also used to select test cases in some

situations.

Edward Kit [14] mentions that Logic coverage (code coverage) is also important for two
reasons:

(1) 1t indirectly improves function coverage. In some functional tests, white-box methods are
used to increase logic coverage of functional tests. During functional tests, code coverage is
measured; if it is too low, testers will make more functional test cases to increase code coverage.

Thus, indirectly, code coverage helps to execute some functions hard to discover.
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(2) 1t is necessary for the testing of logic paths that are not discernible from the external
functionality (e.g., a math function that uses completely different algorithms, depending on the

values of the input arguments).

The above studies indicate that code coverage can enhance the effectiveness of functional
testing. Based on our survey of Structural test coverage, we are encouraged to believe that higher

code coverage may result in less residual defects and thus improve the reliability of the software.

2.2Unit Testing Efficacy
Unit testing is the process of running the executable of a module (functions, small programs,
classes, etc) with the view of inducing failures and identifying subsequent faults [9]. Several prior

works evaluated it experimentally [2,9,15]. They concluded that unit testing is effective:

e Unit tests are very effective in testing class or component functionality

[2,9,15];

e Unit tests force clarification of class behavior and may lead to class

redesign [15];

e Unit tests are cost-effective. The time spent on function test/system test
is expected to be shorter than the previous model (without unit testing)
since more extensive testing of each component’s function has occurred
during unit test [2];

However, Younessi [9] also mentions it is not very effective for certain defects. There is a
large class of defects for which unit testing has exceptionally low efficacy. Further investigation
shows that most structural defects, e.g., maintainability defects such as absence of a comment or a
poorly named variable, are exceptionally improbable if not impossible to be detected using unit
testing [9].

In addition, based on their results, Younessi [9] points out that unit tests “uncovers far fewer
[defects) than we would expect . This leads us to explore which kinds of bugs unit testing is not

effective to detect and what countermeasures we should apply. This is discussed through defect

causal analysis in Chapter 5.
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2.3Software Defect Causal Analysis
The common motivation of prior work on software faults and DRCA is to help develop strategies
for preventing defects or detecting them earlier. Based on the goals of this thesis (introduced in

section 1.4), the motivations for me to do DRCA are the following points:

e To analyze the reason why the degree of correlation between code coverage and the

number of remaining defects is lower than we expected;
e  To propose modified practices for future projects;

My survey on DRCA focuses on: defect categories, ways of collecting data, and distribution of

defect root causes. The following are some interesting findings from the survey.

1. Defect categories are not unique

Different motivation leads to different defect categories. There is no universally correct way to
categorize bugs. Beizer [20] provided a sample categorization according to their occurrence in the
development life cycle in one project; the defect categories are: requirements, features and
. functionality, structural bugs, data, implementation and coding, integration, system and software
architecture, test design and execution, others. These bugs were caught in independent testing,
integration testing and system testing. The number of bugs detected by developers at the

component (unit test) level is unknown.

Whitaker [23] presented an estimate of the root causes of software errors discovered in certain
military electronic systems. His defect cause categorizes are a combination of software
development phase triggers (like Requirements translation, Logic design, etc) and human, and

environment triggers.

Leszak et al [24] used a novel strategy to analyze defect root cause. They allowed for multiple
root causes to be defined as well as for no root causes. They provided a set of four root cause

classes: phase-related, human related, project-related, and review-related (see Table 2.1).

Table 2.1: Multiple root causes
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coordination review

Architecture Lack of domain | Management Not enough

knowledge mistake preparation

High level design | Lack of system | Caused by other | Inadequate

knowledge product participation
Component Lack of tools | N/A N/A
Spec/Design knowledge
Component Lack of process

implementation | knowledge

Load building Individual

mistake

N/A Introduced with

other repair

Communication

problem

Missing
awareness of
need for

documentation

N/A

2. Collecting bugs

There are two ways of collecting bugs: sampling [24,25] and exhaustive analysis of all reported

problems collected during some particular parts of the software development processes [20,23].

3. Defect root causes

Some researchers present statistical data about percentages of software errors that occur in each
development phase [20,24]. There is a common result: most bugs originate from component

spec/design and implementation. Based on the data provided by Beizer [20], over 57% of bugs in
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the project originate from component spec/design and implementation. 47.6% bugs originate
from data and structural bugs and 9.9% are from Implementation and coding. Leszak [24]

observed that 70% of defects originate from components: 30% from spec/design and 40% from

component implementation.

Then, how are we to decrease bugs originating from component spec/design and
implementation in future projects? Leszak [24] proposes that for component design, they will
improve the requirements management and systems engineering processes, specifically capturing
non-functional SW requirements. As for component implementation, they suggest bettering unit
tests by increasing test coverage, by creating complete test specifications, by systematic case

selection, and by test automation, etc.

Yu [29] lists the most frequent errors made during coding and concludes that the top two
causes that have the greatest effects are: Inadequate attention to details (75%) and inadequate
considerations to all relevant issues (11%); Fenton [28] also indicates that volume of program

design documents have significant influence on the error rate.

4. Correlation between error rate and component size

Basili [26] presents the data showing a higher error rate in smaller sized modules. They also gave
some tentative explanations for this behavour: the majority of the modules examined were small,
causing a biased result; larger modules were coded with more care than smaller modules because
of their size; and errors in smaller modules were more apparent. There may still be numerous

undetected errors present within the larger modules since all the "paths" within the larger modules

may not have been fully exercised.

Fenton et al [27] conclude that there is weak support for the statement that “Size metrics (such
as Loc) are good predictors of number of pre-release faults in a module”, which means that larger

components have more errors. Also they indicate that there is no evidence that module size has a

significant impact on fault density.

Fenton [28] collected the number of errors remaining in a program at the beginning of the
testing phase of development and used correlation analysis and one-way analysis of variance to
examine the relationship between error rate and error factors. They concluded that large modules

contained many residual defects, and program size has no substantial influence on the error rate.

The above conflicting results lead us to examine if there is correlation between error rate and

component size in the Swurv project.
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2.4Conclusion

This chapter presented an overview of related work that serves as the foundation for the
research of this thesis. The survey on structural test coverage presents two results: one is that
structural test coverage has strong correlation with the detection of defects and software
reliability, and the other is that code coverage can enhance effectiveness of functional testing.
Also, the survey on effectiveness of unit testing gives us the result: Unit testing is efficient. Thus,
these results suggest that unit tests with higher code coverage should result in less residual

defects. We discuss the related hypotheses in section 4.1.

The survey on effectiveness of unit testing also shows that unit tests may be blind for some
kinds of defects, such as maintainability defects. In section 5.1, we will analyze this based on the

defect root causal analysis.

- Results of our survey on DRCA support the design of our defect causal analysis: our defect
categories and our sampling method to collect bugs (see Chapter 3). In the meantime, it leads us

to set up two more objectives besides proposing improvement actions:

e Does the Swurv project have a lot of bugs injected from component spec/design and

implementation phases? I discuss this in Chapter 5.1.

e Isthere correlation between error rate and component size? This is discussed in Chapter 4.2.
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Chapter 3
Experimental Design and Case Study

Experimental design is very critical to case study. It applies principles and techniques at the data
collection stage so as to ensure the generation of valid, defensible, and supportable conclusions.
In this chapter, we detail the methods and techniques we used to collect and analyze the data, and

present some basic statistical data of the Swurv project.

3.1Data Collection

In this thesis, we hope to provide a contribution to the study of correlation between residual
defects and structural test coverage. In other words, we collected data to examine the hypothesis:
the higher structural test coverage we achieve in the unit testing phase, the less residual defects

we have in system testing. From my survey, this technique is novel in the following aspects:
e Ourdatais obtainéd from an Extreme Programming (XP) domain.
No related prior work has been studied in an XP domain.

e Our data involves coverage of unit tests, making our results particularly relevant in the

XP domain.

The main testing in XP is unit testing. Developers write, maintain and control unit
testing. In XP, any residual bugs detected at system-level are incorporated into the unit
test repository, as rules of XP dictate that developers must write unit tests to expose all
detected bugs. System-level tests are relatively few and simple; they are created to
minimally [36] satisfy the customer, not to serve traditional system-level verification.

Thus, for XP projects, the appropriate coverage measure is that of unit testing.

No prior work has used unit test coverage data. In prior work [3,13,55], coverage data are

measured from system-level tests only.

e All our data is actual data from development of a commercial project.
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In some prior studies [12,16], data is not from commercial products. Their defects are not
real operational defects. Thus, our collected data and calculated results are more

applicable to real life than those in prior work [12,16].
e Our defects are actual operational defects, detected from product usage.

In some other prior studies [12,16], synthetic errors were created and manually seeded
into mature software to simulate bugs. Thus, our collected data and calculated results are
more realistic than those in prior work [12,16]. In the prior work [3,13,55], the defects are
obtained from system tests or functional tests, with no relation made to actual operational
product defects. In our work, the defects used are actual defects encountered during 9

months of product usage.

e Our results are based on data collected from more than 100 different classes. ,
Some prior works base their results on data from one program/module [12] or 3
classes/modules [16]. In other prior work [13], the data was collected and analyzed based
on four datasets. Therefore, their sample sizes are smaller than ours. As our data are
collected and analyzed from over 100 classes, its diversity gives our results more

generality.

We wish to answer the question: During XP development, if developers had used code
coverage as a measure of unit testing adequacy, would this have resulted in less operational
defects at release time? We studied:

A. Whether classes with higher code coverage at release time have less residual defects than

others.

B. Whether we could improve defect detection of each class by improving its code

coverage.

Other prior works studied only the last sub-point above. They are concemed with the
relationship between the code coverage and the number of detected defects of the same
program/modu]e/dataset, and more specifically, whether more of one class's defects can be
detected by improving the class's code coverage.

We also study whether we can detect the residual defects by improving classes code coverage.
However, after detailed analysis, we found very few detects (only 3.28%) can get detected by

improving code coverage (See section 5.1.2).
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3.1.1 Swurv project data

In order to do analysis on correlation between classes’ structural testing coverage and the number
of residual defects, we need to set a start date to get each class’s structural testing coverage, and
its number of residual defects which were detected from the start date to the effective end of

development for this project.

To get testing coverage of a specific date, we have to get back that day’s version of the project
from Concurrent Versions System (CVS) (see section 3.1.1.1) and rerun the whole project. The
start date is set as ‘2003/01/01°, which is the furthest back date when Swurv project has the
required data to rerun. The end date of collecting bugs is “2003/09/24°, which was the effective
end of development for this project. During the period from 2003/01/01 to 2003/09/24,
operational acceptance tests (system tests), which identified residual bugs used in correlation
analysis, were being performed. At the same time, developers added a small amount of new

functionality and fixed the detected bugs.
Therefore, during collecting data phase, our main aim is to get:

e The number of remaining defects of each class after 2003/01/01. The number of
remaining defects of each class is obtained by adding up the bugs a class was involved in

after 2003/01/01.

e The coverage data of each class before the first fault was detected by system tests after

2003/01/01.

1. Which classes are involved in a bug?
Swurv applied CVS for software version control. CVS is a powerful method of recording the
history of your source files and allowing many developers to work on the same source code. Each
developer checks out a copy of the current version of the source code from CVS and then is able
to work on their own personal copy separately from other developers. When they have made
updates, they commit them back to the CVS repository. CVS automatically reconciles conflicts,

and if they can't be reconciled, it flags them for the developer to manually reconcile.

In Swurv, developers are required to submit comments together with the updated source
programs, such as the Bug-ID for the bug they fixed and a simple description of the update and
the bugs. Therefore, if we know a bug was detected after the specified date 2003/01/01, then we
could find which classes are involved in this bug by searching the file “ChangeLog” provided by
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CVS. For example, in the file “ChangeLog” of the Swurv project, there is a line to describe bug
583:

2003-09-05 Developer-name <Developer-Email-Address>
*/usr/local/moly-cvs/swurv/issues/tracking, /usr/local/moly-

cvs/swurv/servlets/AddressCardDelete GUL sjf:

fixed bug 583
From the information, we know the file ‘AddressCardDeleteGULsjf" is the only class file
involved in bug 583 ( The Swurv project uses the “.sjf” file extension for java source files. They

are converted to “.java” files by the Swurv pre-processor.).

From CVS, We can also find out the exact changes made to the ‘AddressCardDeleteGULs;jf’
file by using the log and diff commands:

$ cvs log servlets/AddressCardDelete GULs;jf

revision 1.77
date: 2003/09/05 15:03:27; author: tsingh; state: Exp; lines: +58 -28

fixed bug 583

revision 1.76
date: 2003/08/12 18:37:04; author: ssmith; state: Exp; lines: +6 -1

bugzilla 569

.....

Thus, we know revision 1.77 fixed the bug 583. Then we use the following command to get the

modification code to fix the bug:
$ cvs diff -r 1.77 -r 1.76 servlets/AddressCardDeleteGULsjf

The following display lists the modification. The front sign ‘<’ means the line was deleted, and

>’ means the line was newly inserted into the new version.

diff -r1.77 -r1.76
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> var alreadySubmitted = false;

38¢39,42

< $TOP_Frame.3ABSTRACT_POPUP_COF_FRAME_NAME.submitForm();

> if (‘alreadySubmitted) {

> alreadySubmitted = true;

> STOP_Frame.$ABSTRACT_POPUP_COF_FRAME_NAME.submitForm();
> /

43a48

>

The above information helps us to analyze each bug’s root cause.

2. Bugs

How can we know which bugs were detected after our start date---2003/01/01? As Swurv uses
“Bugzilla” to record bugs, we can search Bugzilla to get the desired bug list. Bugzilla is a
database for bugs that lets people report bugs and assigns these bugs to the appropriate
developers. Developers can use Bugzilla to keep a to-do list as well as to prioritize, schedule and

track dependencies.

Thus, for each bug in the Bugzilla bug list, we can search ‘ChangelLog’ file to find which
classes are involved in the bug. After searching all the bugs of the result bug list, the number of

residual bugs for each class can be calculated.

3. Code coverage

We use the Clover code coverage tool to obtain code coverage'for classes. Clover reports
Total/Overall, Method, Statement, and Conditional coverage at the project level down to each line
of source code. It provides two report formats: .html and .xml. Thus, we can write scripts to get

coverage data of each class from the .xml report file.
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3.1.2 Independent Variables

We examine correlation of pairs of independent variables in Chapter 4. These independent

variables are listed and explained as follows:
Total-Bugs: the number of remaining defects in each class after 2003/01/01
Bug Density: calculated by Total-Bugs/Kncloc, kncloc = ncloc/1000 (See definition below)

Overall-%: a quick guide to how well a class is covered, reported as ‘Total’ coverage by

Clover

Statement- %: the statement coverage of a class.
Conditional- %: the conditional coverage of a class.
Method-%: the method coverage of a class.

Class Age: the number of days from the class’s creation date to the coverage date. A script was

written to get the creation date from CVS.

No. of Revisions: the number of revisions of a class from creation to the coverage date. It was

extracted from CVS by a script.

Ncloc: the abbreviation of non-commented lines of code. NCLOC is a measure of the

uncommented size of a class. It was extracted from the Clover’s xml report by a java program.

3.1.3 Data collection and Filter Process

The actual data collection process includes the following data query and filter process:

1. Query Bugzilla to get bugs detected after 2003/01/01 to 2003/09/24.
My query criterion is: The bugs that were fixed from 2003/01/01 to 2003/09/24. The
query returned a list of 120 bugs. After reading their descriptions, I deleted some invalid

bugs and some bugs due to system administrator’s improper configuration.

In this study, we assume that the Swurv project has no remaining bugs after

2003/09/24, as the development was completed at that time, and all relevant bugs were

fixed.

2. Get the related classes of each bug from CVS “ChangeLog”.

3. Search the related classes’ coverage data from coverage.html provided by Clover.
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We used Clover to collect coverage data of unit tests of the Swurv project on the first day
of each month from 2003/01/01 to 2003/09/01. We do not have testing coverage data of
each day during the period, so we are restricted to mining the monthly coverage data.
Although we could use CVS to recover old code and unit tests, we cannot re-run the tests
to obtain coverage at a given time-point, because this requires re-building the entire

project environment at that time-point, which is beyond the scope of this thesis.

Therefore, for a class, such as com/swurv/base/BookmarkBranch.sjf, and a bug, such
as 533, which was detected on date 2003/06/17, the coverage data we use is from
2003/06/01, as it is the latest recorded coverage data for the class

com/swurv/base/BookmarkBranch.sjf on or before the bug detection date.

After this process, a list of classes which are involved in one or more bugs, their

coverage data, and detection date for each bug were collected. (See Table 3.1)
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Table 3.1: An illustration of data collected after step 3

Bug-

Classname

Detection-
date

Coverage-
date

Overall-%

Statement-%

Conditional
S-%

ethods-
%

533

com/swurv/
base/Book

markBranc
h.sjf

2003-06-17

2003-06-01

77.60

80.80

68.20

84.40

546

com/swurv/
base/User
Manager.sjf

2003-07-02

2003-07-01

67.80

69.70

60.80

78.20

573

com/swurv/
base/User
Manager.sjf

2003-07-02

2003-07-01

67.80

69.70

60.80

78.20

589

com/swurv/
base/User
Manager.sjf

2003-08-21

2003-08-01

63.90

64.80

60.40

70.00

585

com/swurv/
base/Book

markBranc
h.sjf

2003-08-14

2003-08-01

63.90

64.80

60.40

70.00

com/swurv/
base/Book

markBranc
h.sjf

2003-08-25

2003-08-10

79.00

81.2

75

77.4

4. For each class, calculate the total remaining bugs, Total-Bugs, and select the earliest

coverage data after 2003/01/01.

The value of ‘Total-Bugs’ is used to calculate defect density and the selected coverage

. data is used to calculate correlation coefficients. The reason why we use the earliest

BugClasses.
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coverage is that we need a date at which all bugs in Total-Bugs existed for that class

(some bugs are fixed after 2003/01/01). Table 3.2 gives a sample of the result list---



Table 3.2: An illustration of data collected after step 4

Total-Bugs [Classname Overall [Statement- [Conditionals-% [Methods-
% (% %
12 com/swurv/base/Book [77.6 |80.8 68.2 84.4
markBranch.sjf -
5 com/swurv/base/Book [85.5 [87.7 76.9 88.6
markTrunk.sjf
5 servlets/DownloadJava |[71.9 |80 100 20
script.sjf
4 com/swurv/base/FileRe|90.8 [91.1 82.6 96.5
f.sjf
4 com/swurv/base/WebSt|52.3  (55.6 33.3 52.3
. |orageBranch.sjf
4 com/swurv/letterbox/Inc|80.5 182.3 72.9 91.7
omingMessage.sjf
4 servlets/ECN_GUIL.sjf [100 100 n/a 100

5. Considering the case that some classes are not used by the Swurv project, but still stay in
CVS, we have to exclude them to ensure that our study is based on valid data, since we

don’t know how many residual bugs they have. We do this as follows:

Select out a list of classes which are all operational Swurv classes as of 2003/09/24

named EffectClasses from CVS. EffectClasses are divided into 2 subsets (lists):

EffectBugClasses and EffectNoBugClasses as follows (using set BugClasses from step

4y: - B
EffectBugClasses = EffectClasses N BugClasses

EffectNoBugClasses = EffectClasses - BugClasses

EffectBugClasses--- a file to store classes which were all operational Swurv classes as of
2003/09/24, and from which there were one or more bugs detected between

2003/01/01and 2003/09/24
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EffectNoBugClasses--- a file to store classes which are all operational Swurv classes as

of 2003/09/24, and from which no bug was detected between 2003/01/01and 2003/09/24.

From set EffectBugClasses, delete non-relevant classes, such as test stub classes, classes
for generating html elements, and classes whose overall coverage is equal to 0.

We must delete classes with reported coverage of 0 because 0 is not their true coverage
value, but was reported so by clover because of errors in the test scripts. We cannot rerun
the corrected tests to obtain the true coverage values because recreating the proper

environment is beyond the scope of this thesis.

Extract coverage data for classes in set EffectNoBugClasses from the .xml coverage
report on 2003/01/01.

Of the seven steps above, the first three steps are mainly done manually, and the last four
steps mainly executed by scripts. After the above steps, we have a list of classes which
have class name, the number of remaining defects (Total-Bugs), and coverage data.
Statistical correlations are computed between the remaining errors and four coverage
measures. The correlation coefficients (see Table 3.3) are significantly lower than prior

work suggests (see section 2.1.2).

Table 3.3: Correlation Coefficients Before Defect Analysis

Total/Overall Statements Conditionals  Methods

Defects -0.034 -0.114 0.05 -0.145

Table 3.4 groups classes by the number of bugs they are involved in and presents the
average coverage for each group. For example, for the first group, which has 196 classes,
zero bugs were detected in these classes. Its average coverage of Total/overall,

statements, conditionals, methods are 79.67, 81.94, 70.36, and 88.56, respectively.

Table 3.4: Average Coverage for Different Bug Number Group

No.of No.of Total/Overall-%  Statements- Conditionals- Methods-

Bugs classes % % %

0 196 79.67 81.94 70.36 88.56
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1 58 79.67 81.84 72.01 82.54
2 23 70.90 73.62 60.61 - 8572
3 30 69.78 71.23 61.26 75.36
4 16 77.44 78.79 70.71 80.60
5 13 84.68 85.78 78.94 87.94
6 7 80.23 84.81 88.23 59.03
7 17 78.33 79.92 69.82 83.06
11 1 86.70 88.00 79.70 95.40
16 1 82.80 85.7 73.90 87.90

Implement defect root cause analysis to get each bug’s type.
From Table 3.3, our correlation coefficients are really low, suggesting there is no
correlation between remaining defects and code coverage. We want to explore the

reason, so we decided to do defect root cause analysis.

During the defect root cause analysis, -we found some bugs had occurred in newly
added functions/code as per customer’s requirements. We also found that some bugs had
the same root cause (if we fixed one, the others were fixed too). Additionally, some
classes were not really involved in a bug because developers fixed several bugs together
and submitted/commented all classes at the same time. The above cases should be
excluded from our data set of correlation analysis. In the later correlation analysis in
Chapter 4, we deleted these cases. Here I would like to recommend if you plan to do a
similar study, you should require developers to log bugs’ information formally and in

detail.

After this step, the new correlation coefficients were calculated and are presented in
Table3.5 (the old ones were in Table 3.3). New coverage averages were also calculated,

and are presented in Table 3.1 in section 3.3 (the old ones were in Table 3.4).

Table 3.5: Correlation Coefficients After Defect Analysis

Total/Overall Statements Conditionals Methods

Defects -0.05 -0.031 0.02 -0.2
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The correlation coefficients between the number of defects and structural testing

coverage are still low. The above data suggests there is no association between them.

9. Get the creation date, class age and number of revisions for each class by running a C
script using CVS commands. For each class in EffectClasses, its class size (Ncloc) was
extracted from the .xml coverage report.

Why do we collect these data? A close correlation between program size and the number
of errors in each program has already been suggested in prior work [26,27]. We would
like to determine if our data corroborates prior work, or provides a counter-example. In
addition, we also want to examine the relationship between defect density and other

independent variables, such as class age, and the number of revisions.

Thus, our collected data is a list of classes which has class name, the number of remaining
defects (Total-Bugs), defect density (Total-Bugs/Kncloc, kncloc = ncloc/1000), coverage data,
the number of revisions, class age, and class size (Ncloc), etc. (see Table 3.6. As it is too wide, I

separate it into 2 tables.) We will do correlation analysis based on these data in Chapter 4.

Table 3.6: An illustration of data collected after step 9

No.of Classname Overall- Statement- Conditional- Methods-
Bugs P % % %

12 com/swurv/base/BookmarkBranch.sjf ~ 77.6 80.8 68.2 84.4

5 com/swurv/base/BookmarkTrunk.sjf 85.5 87.7 76.9 88.6

5 servlets/DownloadJavascript.sjf 71.9 80 100 20

4 com/swurv/base/FileRef.sjf 90.8 91.1 82.6 96.5

4 com/swurv/base/WebStorageBranch.sjf 52.3 55.6 333 52.3
No.of  Classname BugDensity ClassAge No.of  Loc Ncloc
Bugs ' (Days) Revision

12 com/swurv/base/BookmarkBranch.sjf  26.2 659 92 530 458
5 com/swurv/base/BookmarkTrunk.sjf 9.2 659 161 599 541
5 servlets/DownloadJavascript.sjf 2.7 708 114 1909 1827
4 com/swurv/base/FileRef.sjf 10.2 312 39 443 391
4 com/swurv/base/WebStorageBranch.sjf 50.6 141 15 95 79

37



......

3.2Correlation Analysis Techniques

3.2.1 Introduction

In most statistical packages, correlation analysis is a technique used to measure the association
between two variables. The most widely used type of correlation coefficient is Pearson’s r.
However, for some cases, Pearson’s r is not suitable as outlined below. In my thesis, T'will use

Pearson and Spearman correlation coefficient (rranx)-

1. Pearson’sr

A correlation coefficient, r, is a statistic used for measuring the strength of a supposed linear
association between two variables. Generally, the correlation coefficient varies from -1 to +1. A
positive correlation coefficient indicates a direct relationship, and a negative correlation
coefficient indicates an inverse relationship between two variables. Correlations of —1.00 and
1.00 are perfect correlations. The value near O indicates no linear relationship between the
variables. A value of zero exactly conveys that two variables are unassociated [53]. Table 3.7,

from reference [53], presents qualitative descriptors for size of relationship for r:

Table 3.7: Descriptors of Association for Pearson’s r [53]

Correlation Size of Association Strength of Association
About .10 (or -.10) Small Weak

About .30 (or -.30) Medium ‘ Moderate

About .50 (or -.50) Large Strong

About .70 (or -.70) Very large Very Strong

e Assumptions of Pearson’s r
Pearson correlation has the following assumptions:

a) For a valid confidence interval around the correlation coefficient both variables must be

normally distributed [52,54].
b) Random sampling is conducted [54].

c) The data is measured on a continuous scale [54].
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In practice, many researchers ignore assumption (a). They follow a rule of thumb that if your
sample size is 50 or more, then serious biases are unlikely [20]. Bittick [54] mentioned in
“introduction to correlation” that when using Pearsons’ r, * the Central Limit Theorem states that

a sample size of 30 or more will satisfy requirement (b).” The minimum of sample sizes of our

data is 66.

Moreover, most of our data are measured on a continuous numeric scale, such as bug density,
and testing coverage data. As to class age, class size (ncloc), and the number of class revisions,
they are discrete numerical variables, but can be treated as continuous for the purpose of analysis.

In short, all of our empirical data can be applied to Pearson correlation analysis technique.
e Statistical significance test of Pearson’s r

The significance test of Pearson’s r conveys the probability of obtaining one’s study sample
correlation given that the population correlation is 0.00. In our study, we will use non-directional

hypothesis pairs to test the correlation between variables. The non-directional hypothesis states

[53]:

Null: The correlation (Pearson’s r) in the population from which the sample was randomly

selected equals 0.0.

Research: The correlation (Pearson’s r) in the population from which the sample was randomly

selected does not equal 0.0.

In symbols, the non-directional pair is:
Hp: p=0 Hy:  p#0

Statistical theory indicates that the larger the sample size, the smaller the absolute value of of r
needed to reject the null hypothesis. A straightforward way to assess the significance of r is to
consult a table of critical values. We follow this approach. Reference [53] gives critical values of
Pearson’s r for (1) .01 and .05 significance levels, for (2) one-tailed and two-tailed tests, and for
(3) varied degrees of freedom (N-2). We reproduce this table as Table 3.8. With the help of the
table, we evaluated the Pearson’s r at the .01 and .05 significance level, and then decide to accept
or reject the hypotheses as follows. If the calculated value of |r] is less than or equal to the critical
value of r, accept the null hypothesis - there is no proof of significant correlation between the
variables. If the calculated value of [r] is greater than the critical value of r, we will reject the null

hypothesis and accept the research hypothesis.
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We use two tailed tests since we don’t know if it is a negative or positive association between
variables. Note that H, states ‘...... does not equal 0.0......°. It does not state whether the

difference between the two variables is greater or less than zero.

Table 3.8: Critical value for Pearson’s r

Two Tailed Test One Tailed Test
N |df | P=0l |P=05 |P=01 |P=05
72|70 | 302|302 |.195 |27
82 |80 | 283 | 283 |.183 | 257
202|200 |.81 |.181 |.116  |.i164
302|300 |.148  |.148 | 095 |.134

2. Spearman’s rygx

Spearman correlation coefficient is a commonly used nonparametric correlation coefficient.
Nonparametric correlational techniques are designed to estimate the correlation or association
between variables measured on nominal and/or ordinal scales, or metric variables that have been
reduced to nominal and/or ordinal scales. For Spearman’s I, the descriptors in Table 3.7 may

be used to interpret the size and strength of the association [53].

e Assumptions of Spearman’s Ik
1. This method is sensitive only to the ordinal arrangement of values. The two variables are

ordinal or metric variables that have been reduced to an ordinal scale of measurement

2. Nonparametric methods are most appropriate when the sample sizes are small. When the
data set is large (e.g., n > 100) it often makes little sense to use nonparametric statistics at
all.

e Statistical significance test of Spearman’s I
In testing the significance of Spearman’s r,u, the non-directional pair is the same as that of

Pearson’s r:

Hy: p=0 H: p#0
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Given a sample size of N cases, a statistical table can be used to evaluate the test (we reproduce
the table given in [57] as Table 3.9. When sample size is greater than or equal to 30, the critical

value of Pearson’s r and Spearman’s I, are nearly

Table 3.9: Critical values of Spearman’s rp,,;

TABLEG Critical Values of r; at the .05 and .01 Levels of Significance ()

a ‘ a
N .05 01 N .05 .01
5 1.000 — 16 506 665
6 .886 1.000 18 ’ A75 625
7 786 929 20 450 591
8 738 881 22 428 562
9 .683 833 24 409 537
10 .648 794 26 392 S15
12 591 a1 28 Yy 496

14 544 714 30 364 478

Source: E.G.Olds, The Annals of Mathematical Statistics, “Distribution of the Sum of Squares
of Rank Differences for Small Numbers of Individuals,” 1938, vol. 9, and “The 5 Percent Signif-
icance Levels for Sums of Squares of Rank Differences and a Correction,” 1949, vol. 20, by per-
mission of the Institute of Mathematical Statistics.

identical [53]. Hence, when N > 30, we can use the critical value of Pearson’s r (see Table 3.8);
when N < 30, we can consult the Table 3.9 [57]. Suppose, for example, that N=8 and a correlation
value r rank of .91 is obtained. Since .91 exceeds the critical value at the p=0.01 level of
significance (0.881, see Table 3.9), then we are more than 99% confident in rejecting the null

hypothesis Hy that states no correlation between variables.

3. Spearman or Pearson?

Both Spearman correlation and Pearson correlation have assumptions (see Sections 3.2.1.1, and
3.2.1.2). First of all, researchers [59] suggest that if variables’ values are at the interval or ratio
level of measurement, then use the Pearson correlation coefficient; If variables’ values are at the
ordinal level of measurement (ranks), then use the Spearman rank-difference correlation

coefficient.
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Secondly, Pearson correlation calculations are based on the assumption that both X and Y
values are sampled from populations that follow a Gaussian distribution, at least approximately.
With large samples, this assumption is not too important. However, if you don't wish to make the

Gaussian assumption, select nonparametric (Spearman) correlation instead.

In addition, with Spearman's r... you are effectively calculating Pearson's r on the rank-
ordered positions of the original data instead of on the original values themselves. Thus, Pearson's
r uses more of the information in the original data than Spearman's r,,,. This leads to the fact that
Spearman’s Iy only has about 91% of the power of Pearson’s r [58]. Power refers to the test's
ability to reject the null hypothesis when it IS actually false. Therefore, for the same data-set, if

the assumptions underlying r are not violated, Pearson’s r test is more likely to give the correct

decision.

Since assumptions from both Pearson and Spearman hold for our data, we use both correlation

significance tests in our analysis (see Chapter 4 for a description of why and when we use each.)

4. What is statistical significance?

The statistical significance (p-level) of a result.is an estimated measure of the degree to which it
is "true" (in the sense of "representative of the population"). More technically, the value of the p-
level represents a decreasing index of the reliability of a result. The higher the p-level, the less we
can believe that the observed relation between variables in the sample is a reliable indicator of the

relation between the respective variables in the population.

Specifically, the p-level represents the probability of error that is involved in accepting our
observed result as valid, that is, as "representative of the population." For example, a p-level of
.05 (i.e.,1/720) indicates that there is a 5% probability that the relation between the variables found
in our sample is a "chance" (in other words, assuming that in the population there was no relation
between those variables). In many areas of research, the p-level of .05 is customarily treated as a
"border-line acceptable” error level. With large samples, researchers typically choose the .01 level

since choosing .01 level increases the size of association required for rejection [53].

3.2.2 Applying Correlation analysis in Data Mining

Correlation analysis arises as a basic probabilistic vehicle that is used to quantify associations
(links) between individual variables [50]. It is applied to reveal and quantify relationships
between variables in any task of data mining [49,50,51]. Especially, it is used to explore the

correlation between coverage data and reliability. or detected faults [16,55].
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Curry [49] used the correlation analysis method to explore the relation between existing

amount-of-reuse metrics in the C Programming Language. They used 2 indexes to assess the

results:
1. the correlations between these metrics within each project.
2. the significance of the correlations within each project at the 0.049 level.

Takahashi [51] also use correlation analysis and one-way analysis of variance to analyze
correlations between each of the error factors and the number of errors found in a program. He
explained that previous work showed a close correlation between program size and the number of
errors in each program. Thus, the number of errors and the error factors, which are closely related

to program size, are normalized by using KLOC.

3.2.3 Analyse-it Tool

Analyse-it is an add-in to Microsoft Excel allowing one to analyse data straight from an Excel
worksheet [52]. Statistical functions are provided for descriptive statistics, testing normality,
comparing groups, correlation, and multiple linear & polynomial regression analysis. In my
thesis, I will use this tool to calculate the correlation coefficient (Pearson’r and Spearman’s 1)

between fault rate and other factors with a significance at the 0.01 and 0.05 level.

3.3 Basic statistical data

The results reported in this thesis are based on empirical data obtained from the Swurv project.
After filtering invalid bugs, and bugs occurring in newly added functions, the basic information

of this study is reported below:
e There are 61 remaining bugs detected by operational usage (system tests) since January 1,
2003.
e 74 classes are involved with from 1 to 12 bugs detected by operational usage (system
tests);
e 133 classes are not involved in bugs. They represent 40% of the project’s code.
e The total studied buggy classes have over 43,000 Ncloc.

e The average overall, statement, conditional, and method coverages are 79.53, 81.4, 61.8,

and 85.6 respectively. They are comparatively high. In reference [3], they observed that
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beyond a certain range (70% -80%), increasing statement coverage becomes difficult and
is not cost effective.

The statistical mean/average value is by far the most commonly used measure of central
tendency. In order to find some tendency between a class’s remaining defects and other
independent variables, I also wrote a program to calculate the mean values. I firstly divided
collected data into several bug no. groups according to how many bugs a class is involved in, and

then I calculated the mean values for different bug no. groups(See Table 3.10)

Table 3.10: Average data by bug no. group for all classes

BugNoGroup TotalClasses Overall Statement  Condition Method Age Revisions  Ncloc

(%) (%) al (%) (%) (days)
0 133 79.74 81.57 57.14 85.35 519 22.38 1325
1 42 8137 83.29 71.32 89.28 568 729 3282
2 19 72.8 74.02 69.78 80.68 424 45.16 208.9
3 6 83.18 84.83 73.8 90.97 809 159.5 6735
4 4 80.9 82.25 62.93 85.13 391 55 37715
5 2 78.7 83.85 88.45 '54.3 683 1375 1184
12 1 77.6 80.8 68.2 844 659 92 458

Table 3.10 shows that:

e The Non-bug class group (BugNoGroup 0) has the smallest size---their average Ncloc is
132.5. The BugNoGroups 1, and 2 (in which classes have 1 or 2 remaining bugs) have
the third and second smallest average class size respectively. This leads us to study in
Chapter 4 whether class size is correlated with the number of remaining defects or

remaining defect density.

e The Non-bug class group (BugNoGroup 0) has the least revisions while BugNoGroup 3,
in which classes have the most revisions, has the highest overall code coverage. Is the
number of revisions a good predictor of fault or code coverage? In the Chapter 4, we will
explore whether the number of revisions has correlation with the number of remaining

defects and code coverage.

e Our data shows no clear relationship between remaining defects and average code

coverage. However, prior work shows a high correlation between code coverage and
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software reliability [16] and a linear correlation between the number of errors removed
and code coverage [3,6,12,13]. In Chapter 5, we do defect root causal analysis to explore
the reasons that result in our results. Moreover, in reference [12], researchers suggest that
the relation model between defect coverage and code coverage can be used to estimate
the residual defect density. In other words, higher coverage means lower residual defect

density. We will validate if this hypothesis holds for our data in Chapter 4.

¢ Our data shows no clear relationship between class age and remaining defects. It suggests

the number of remaining defects is not affected by how long the class has been created.

We also calculated mean values according to the overall/total coverage range. First of all, the
collected classes are divided into several groups according to the code coverage. Then, the

average number of bugs and average bug densities are calculated (see Table 3.11).

Table 3.11: Average data by overall/total coverage for all classes

Overall/Total Total Classes Average No. of Bugs  Average BugDensity
Coverage Range (X)
X <40 8 0.38 3.46
40=<X<50 4 0.00 0.00
50=<X<60 11 1.09 6.08
60=<X<70 21 0.29 1.46
70=<X<80 40 1.0 4.02
80=<X<90 70 0.76 2.51
X>=90 52 0.06 3.17

Average No. of Bugs = Total Number of bugs / TotalClasses
Average BugDensity = Total Number of bugs / Total class size (Ncloc)

From table 3.11, we cannot see a clear reduction in average number of bugs or average
bugdensity with code coverage growth. However, it is still possible a relationship exists, even
though it is not clearly discernable with mean value analysis. As we know, the statistical mean

represents the “balance point”. The mean value is substantially affected by extreme values.
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Especially, if there are values much higher or lower than others, the mean value is not an
effective represent/explanation for samples. Thus, we will do our further study using correlation

analysis on defect density and testing coverage in Chapter 4 to determine if a relationship exists.

3.4 Defect Categories and Distribution

From our collected data, some classes have higher code coverage, but don’t have less remaining
defects as expected. We want to analyze what causes this result and if residual defects can be
detected by improving code coverage of related classes. Therefore, we categorize our collected
defects based on root cause analysis. In this section, we introduce the defect categories we will

use. We also present a grouping of bugs into these categories--- the root cause defect distribution.

3.4.1 Defect Categories

We analysed the bugs (defects) and divided them into the following six categories:

0. Those that were detected before the start date of 2003/01/01, or were detected after
2003/01/01 but occurred because of code that was added after 2003/01/01
Since these bugs did not exist when we executed unit tests to get classes’ coverage, these

bugs are not related to the study. We should not consider these bugs to do correlation

analysis.

1. Incomplete/incorrect requirements in stories.

2. Missed “default” cases: Programmers missed some cases from “common programming

experience” (not in stories); for customers, these cases are too common to be ignored /

missed.
3. Programmers missed/misunderstood cases from stories.

4. Component Design and Implementation bugs, including incomplete/incorrect design and

coding errors.

4.1 Can be detected by improving code coverage
If the related code was implemented and not covered by unit testing, it is possible to
detect the defect by executing the related code. We assume that proper verification would

check if the executed result is the expected result.
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4.2. Cannot be detected by improving code coverage

4.2.1 Component Design problem--- inadequate/wrong features (w.r.t requirements),

algorithm, performance. The appropriate code does not exist for some features.

4.2.2 Occurred in long-event functions--- need acceptance tests.
As we mentioned in section 1.2, long-event functions may need functional /

acceptance tests since unit test tools will not keep status between events.

4.2.3 Lack of verification --- test produced incorrect output, but the test case did not catch

this.

4.2.4 GUI Bugs
These bugs cannot be trapped by JUnit tests. In order to detect these bugs, it is
necessary to check the GUI. As it is difficult to automate GUI testing, the Swurv
project abandoned automated unit testing for the GUL Thus, in our study, unit tests

cannot detect GUI bugs.

5. Invalid Bugs. This includes unrelated bugs, repeated bugs, bugs that are related to classes
whose coverage are unavailable, etc.
Unrelated: Sometimes, developers fixed several bugs and committed involved classes
together, so we may ascribe an unrelated bug to a class during collecting defects for the

class. Thus, we refer to this bug as unrelated to the class.

Repeated: if the same root cause resulted in several bugs, and if developers fixed one, the
others got fixed, then we only consider the first bug while computing the correlation

coefficient. The other bugs are repeated.

Unavailable coverage: As we can not reinstate the proper environment from 2003/01/01
to run some tests to get accurate classes’ coverage, these classes are not considered in
computing correlation. This will not affect our correlation analysis, as we have enough

sample classes to get a valid statistical correlation coefficient without them.

Structural testing, which generates test cases based on program structural information,
probably will not detect the bugs which belong to specification/requirements defects (categories
1, 2, 3) but it may detect the implementation bugs (part of category 4). Thus, only improving
appropriate classes’ coverage cannot detect bugs in categories 1,2,3, but may detect some bugs in

category 4.
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Defect categorization is not easy. Sometimes, it seems some faults fit more than one category.

Therefore, our categorizing rule is: if a bug belongs to several categories, it is ascribed to one

category in terms of its origin/root cause instead of its consequences.

3.4.2 Defect Distribution

Based on the above bug categories, the Swurv bug distribution was calculated. The result is

listed in Table 3.12. Bugs of Category 0 and 5 should be excluded from our statistical analysis for

the reasons outlined in section 3.4.1.

Table 3.12: Distribution of Bugs Collected

Bug Category Number
0 Occurred in newly added functions or detected before 2003/01/01 21

1 Incomplete/incorrect requirements in stories 4

2 Missed “Assumption” cases 11

3 Programmers missed/misunderstood cases from stories 3

4 Component Design and Implementation Bugs 43

5 Invalid Bugs 8

Total 90

Table 3.13 and Figure 3.1 give the Swurv bug distribution after filtering invalid bugs and bugs
occurring in newly added functions or detected before 2003/01/01 (categories 0 and 5).

Table 3.13: Statistic of Swurv Bugs Distribution

Bug Category Number  Percent
1 Incomplete/incorrect requirements in stories 4 6.56
2 Missed “Assumption” cases 11 18.03
3 Programmers missed/misunderstood cases from stories 3 4.92
4 Component design and implementation bugs 43 70.49
4.1 Can be detected by improving code coverage ' 2 3.28
4.2. Can not be detected by improving code coverage 41 67.21
4.2.1 Component design problem 18 29.51
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4.2.2 Occurred in long-event functions 3 4.92

4.2.3 Lack of verification 2 3.28
4.2.4 GUI bugs 18 29.51
Total 61
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Figure 3.1: Swurv Bugs Distribution

In chapter 5, we will discuss the Swurv bug distribution and propose appropriate

countermeasures to reduce the number of bugs in each category in future projects.
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Chapter 4
The Hypotheses Tested and Results

After the data were collected, we proceeded to compute the correlations, and test several
hypotheses which relate to defect density--- code coverage, class size, class age and the number
of revisions. We used the defect density instead of defect number because in prior work, Fenton
et al [28] observed that the number of errors is closely related to the program size. Therefore, we

needed to normalize the number of defects by class size. We did this with defect density, which

was expressed by the following equation:
Defect density = No. of defects / KLOC

where KLOC = Ncloc/1000

For most of our hypotheses, we used Pearson’s r and Spearman’s 1, tests, Three indexes are

used to evaluate the significance test of Pearson’s r and Spearman’s Iy
1. The correlation coefficient between independent variables;
2. The significance of the correlation at the .01 and .05 levels;

3. The sample size (N) or degrees of freedom (N-2). If the sample data includes non-bug
classes, N is around 206, so the degree of freedom is 204; if sample data excludes non-

- bug classes, N is 74, so the degree of freedom = 74-2 = 72.

It is important to note that we excluded non-bug classes while calculating Pearson’s r and
Spearman’s 1, between defect density and other metrics. For significance tests of Pearson’s r,
the reason is because of the assumption that: “The data is measured on a contindous scale and
normally distributed.” There are a lot of non-bug classes, and their defect density is O, the
minimum. If we included them, the distribution would be severely skewed. For significance tests
of Spearman’s ., on the one hand, the sample size is required not to exceed 100; on the other
hand, we want to be consistent with the sample size of Pearson’s r. Thus, we excluded non-bug

classes from tests on initial values.

Since assumptions from both Pearson and Spearman hold for our data, we used both
correlation significance tests on our data. However, in some cases, the tests may produce different

conclusions for the same hypothesis. Based on the discussion in 3.2.1.3, Pearson’s r test is more
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likely to give the correct decision if the assumptions underlying r are not violated [58]. Therefore,

we depended more on Pearson’s r.

Table 4.1 and Table 4.2 present the results of Pearson’s r and Spearman’s rnq respectively.

Table 4.1: Results of Pearson’s r

Variable Pair Pearson’s r Sample Size | Absolute Critical
N Value
p=.01 [ p=.05 p=.01 p=.05
BugDensity vs. Overall -0.27 -0.27 74 0.30 0.23
BugDensity vs. Statement -0.29 -0.29 74 0.30 0.23
BugDensity vs. Conditional | -0.14 -0.14 66 0.31 0.24
BugDensity vs. Methods -0.35 -0.35 73 0.30 0.23
BugDensity vs. ClassAge -0.21 -0.21 74 0.30 0.23
BugDensity vs. Revisions 032 |-0.32 74 0.30 0.23
BugDensity vs. Ncloc -0.42 -0.42 74 0.30 0.23
Ncloc vs. Overall -0.02 -0.02 207 0.18 0.135
Ncloc vs. Statement -0.02 -0.02 207 0.18 0.135
Ncloc vs. Conditional 0.24 0.24 199 0.181 0.138
Ncloc vs. Method -0.05 -0.05 206 0.18 0.135
Revisions vs. Overall 0.06 0.06 207 0.18 0.135
Revisions vs. Statement 0.06 0.06 207 0.18 0.135
Revisions vs. Conditional 0.22 0.22 199 0.181 0.138
| Revisions vs. Method 0.0 0.0 206 0.18 0.135
Revisions vs. Ncloc 0.76 0.76 207 0.18 0.135
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Table 4.2: Results of Spearman’s Iy,

Variable Pair Spearman’s I« Sample Size | Absolute Critical
N Value
p=.01 | p=.05 p=.01 p=.05
BugDensity vs. Overall -0.14 -0.14 74 0.30 0.23
BugDensity vs. Statement -0.12 -0.12 74 0.30 0.23
BugDensity vs. Conditional -0.11 -0.11 66 0.31 0.24
BugDensity vs. Methods -0.07 -0.07 73 0.30 0.23
BugDensity vs. ClassAge -0.38 -0.38 74 0.30 0.23
BugDensity vs. Revisions -0.64 -0.64 74 0.30 0.23
BugDensity vs. Ncloc -0.85 -0.85 74 0.30 0.23
Ncloc vs. Overall 0.11 0.11 74 0.30 0.23
Ncloc vs. Statement 0.09 0.09 74 0.30 0.23
{ Neloc vs. Conditional 013|013 |66 031 024
Ncloc vs. Method -0.04 -0.04 73 0.30 0.23
Revisions vs. Overall 0.13 0.13 74 0.30 0.23
Revisions vs. Statement 0.06 0.06 74 0.30 0.23
Revisions vs. Conditional 0.23 0.23 66 0.31 0.24
Revisions vs. Method -0.16 -0.16 73 0.30 0.23
Revisions vs. Ncloc 0.78 0.78 74 0.30 0.23

4.1 Hypotheses relating to code coverage

It is widely believed that there is linear correlation between the number of errors removed and
code coverage [3,12,13,19]. Especially in reference [12], researchers showed that code coverage

could be used to estimate the residual defect density. Therefore, we investigated 4 related

hypotheses:

Hypothesis la: Overall code coverage can be used to estimate the residual defect density;

Hypothesis 1b: Statement code coverage can be used to estimate the residual defect density;
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Hypothesis 1c: Conditional code coverage can be used to estimate the residual defect density;

Hypothesis 1d: Method code coverage can be used to estimate the residual defect density;

4.1.1 Hypothesis 1a

Null: The correlation between overall code coverage and residual bug density in the population

equals 0.0. Hy: p=0

Research: The correlation between overall code coverage and residual bug density in the

population does not equal 0.0. Hy: p #0

(1) The significance test of Pearson’s r

The result is listed in Table 4.3 and the corresponding sample correlation is plotted in Figure

4.1.

Table 4.3: Pearson’s r of overall vs. Bug Density

n 7
Pearson’s r statistic +0.27]
P(significance level) | 0.01 or 0.05
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Figure 4.1: Sample Relation between Bug Density and Overall Code Coverage

When n=74, the critical value at significance level 0.01 is ren p=001 = 0.30 and the critical value
at significance level 0.05 is ren, p=00s = 0.23.

As Pearson’s r = -0.27, | 1| > Iert, p=0.0s, We must reject the null hypothesis, concluding that there
is a negative correlation between overall and residual bug density at the 5% significance level.
Since | r | < ey, p=0.01, We cannot reject the null hypothesis at the 1% significance level. This

indicates the association is not strong, but it is close to moderate based on Table 3.7.

(2) The significance test of Spearman’s Ipynx

Table 4.4: Spearman’s rp,,; of Overall vs. Bug Density

n 74|

Spearman’s rrank Statistic -0.1

P(significance level) | 0.01 or 0.05

The result is listed in Table 4.4. Since | frank | = 0.14 < Ierig, p=0.0s = 0.23 < Ierir, p=0.01 = 0.30, we

cannot reject the null hypothesis, concluding that there is no clear correlation between overall and

residual bug density at the 5% significance level.
However, based on Table 3.7, | rrank | = 0.14 can be interpreted as a weak correlation.

As stated above, we depend more on Pearson’s r since it is more effective to disclose
correlation. We conclude that there is a correlation between overall code coverage and residual

defect density, and the size of association is close to moderate.

4.1.2 Hypothesis 1b
Null: The correlation between statement coverage and residual bug density in the population .

equals 0.0. Hy: p=0

Research: The correlation between statement coverage and residual bug density in the

population does not equal 0.0. H;: p#0

(1) The significance test of Pearson’s r
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The result is listed in Table 4.5. As the corresponding sample correlation plot is similar to that

of overall vs. bug density, it is not given here.

Table 4.5: Pearson’s r of Statement vs. Bug Density

n 74

Pearson's r statistic| -0.29

P(significance level) | 0.01 or 0.05

As Pearson’s r = -0.29, and | r | > e, p=oos = 0.23, we must reject the null hypothesis, and
conclude that there is a negative correlation between statement coverage and residual bug density
at the 5% significance level. Since | 1 | < Icrit, p=0.01 = 0.30, we cannot reject the null hypothesis at

the 1% significance level.
(2) The significance test of Spearman’s I

The result is listed in Table 4.6. Since | frank | = 0.12 < ey, p=005 = 0.23 < regit, p=0.1 = 0.30, we
cannot reject the null hypothesis, concluding that there is no clear correlation between statement

and residual bug density at the 5% significance level.

Table 4.6: Spearman’s r,,x of Statement vs. Bug Density

n 74

Spearman’s rank statistic; -0.12

P(significance level) | 0.01 or 0.05

Similar to the significance test of Pearson’s r for hypothesis la, the Pearson’s ry, shows that
there is close to moderate association between statement code coverage and residual defect

density.

4.1.3 Hypothesis 1c
Null: The correlation between conditional code coverage and residual bug density in the

population equals 0.0. Hy: p=0

Research: The correlation between conditional code coverage and residual bug density in the

population does not equal 0.0. H: p#0

(1) The significance test of Pearson’s r
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The result is given in Table 4.7. Here, the Pearson’s r = -0.14, and | r | < Ierit, p=0.0s = 0.24. Thus,

we cannot reject the null hypothesis at the 5% significance level. However, according to Table

3.7,| r| = 0.14 can be interpreted as a weak correlation between them.

Table 4.7: Pearson’s r of Conditional vs. Bug Density

n 66

Pearson’s r statistic| -0.1

P(significance level) | 0.01 or 0.05

(2) The significance test of Spearman’s I'ynk

The result is listed in Table 4.8. Since | frank | = 0.11 < Ierir, p=0.0s = 0.24, we cannot reject the
null hypothesis, concluding that there is no clear correlation between conditional coverage and

residual bug density at the 5% significance level.

Table 4.8: Spearman’s rp,,x of Conditional vs. Bug Density

n 66

Spearman’s rrank statistic] -0.11

P(significance level) | 0.01 or 0.05

Based on both correlation tests, we can conclude that there is an unclear/weak correlation

between conditional code coverage and residual defect density.

4.1.4 Hypothesis 1d
Null: The correlation between method code coverage and residual bug density in the population

equals 0.0. Hy: p=0

Research: The correlation between method code coverage and residual bug density in the

population does not equal 0.0. H;: p#0
(1) The significance test of Pearson’s r

The result is presented in Table 4.9. Here, the Pearson’s r = -0.35. Since |r|> req p=001 = 0.30,
we should reject the null hypothesis at the 1% significance level. Moreover, according to Table

3.7,]r|=0.35 can be interpreted as a moderate correlation between them.
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Table 4.9: Pearson’s r of Method vs. Bug Density

n 73

Pearson’s r statistic -0.35

P(significance level) | 0.01 or 0.05

(2) The significance test of Spearman’s Ik

The result is listed in Table 4.10. Since | rrank | = 0.07 < Ierir, p=o.0s = 0.24, we cannot reject the
null hypothesis, concluding that there is no clear correlation between method coverage and

residual bug density at the 5% significance level.

Table 4.10: Spearman’s r,,x of Method vs. Bug Density

n 73

Spearman’s rrank statistic -0.07]

P(significance level) | 0.01 or 0.05]

As we stated that when there is conflict results between Pearson’s r and Spearman’s Iy we
choose the result of Pearson’s r. We can conclude that there is a correlation between method code

coverage and residual defect density, and the size of association is moderate.

4.1.5 Conclusion

The above tests do not support a strong linear association between code coverage and residual
bug density, which was shown or suggested by some prior works [12,16]. However, our empirical
tests showed that there are close to moderate linear associations between them. This suggests that
higher code coverage, such as overall, statement and method may help to eliminate residual

defect density, though this effect is not strong.

Is this in conflict with the result that only 3.28% of residual bugs (Category 4.1) can be
detected by improving code coverage (detailed in section 3.4)? No. The reason is “Unit tests force
clarification of class behavior and may lead to class redesign.” [15]. Based on our root cause
analysis, over 58 % of the residual defects are requirements and design problems which cannot be
detected by only improving code coverage. However, from my experience and prior study [15],
when developers try to improve code coverage of a class, they may make an effort to clarify the

class’s features and review the class’s design and therefore they improve code coverage and also
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detect/eliminate some design bugs. This can explain how higher code coverage also results in

fewer features/design bugs.

Furthermore, we observed that both correlation tests suggest that conditional coverage has no
or very weak linear correlation with residual defect density. If this is verified in future works,
after conditional coverage is improved to a bottom value, developers can ignore conditional
coverage and concentrate on improving other coverage metrics, such as statement and method,

which are easier to improve than conditional coverage. Therefore, in this way, testing

efforts/costs can be reduced.

Our results have one limitation: our collected average code coverage is relatively high
compared with that of other prior works. The average overall, statement, conditional, and method
coverages are 79.53, 81.4, 61.8, and 85.6 respectively. This difference may mean that defects
which can easily be detected by improving code coverage were already detected before our
starting date of: 2003/01/01. Future study can collect code coverage and residual defects from an
earlier date to verify our results---from a relative high coverage level, there is no strong linear

correlation between code coverage and residual defect density.

4.2 Hypotheses about program size

In the software engineering area, there is a heated debate about the association between program
size and residual defect density. Basili [26] presented data to support that there is a higher error
rate in smaller sized modules. Fenton et al [28] indicated that there is no evidence from their
empirical study that module size has a significant impact on fault density. They both gave some

tentative explanations for the result of higher error rate in smaller sized modules:
e Larger modules are coded with more care than smaller modules because of their size;
e Errors in smaller modules are more apparent;

e There may still be numerous undetected errors present within the larger modules since all

the "paths" within the larger modules may not have been fully exercised;

e The error rate may result from other explanatory factors, most notably, testing effort and

operational usage.

We hope to provide some evidence to support their results and explanations. In the Swurv

project, we don’t have available strong data to quantify design, implementation, testing effort or
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operational usage. However, indirectly, code coverage may tell us about testing effort, and the
number of revisions can tell us about implementation and refactoring effort. Therefore, the

following 3 related hypotheses were tested:
Hypothesis 2a: Program size can be used to predict residual defect density.
Hypothesis 2b: Larger programs have higher code coverage.

Hypothesis 2c: Larger programs are implemented with more revisions.

4.2.1 Hypothesis 2a

Null: The correlation between class size (Ncloc) and residual bug density in the pc'>pulation
equals 0.0. Hy: p=0

Research: The correlation between class size (Ncloc) and residual bug density in the
population does not equal 0.0. H;: p#0

(1) The significance test of Pearson’s r

The result is listed in Table 4.11. As Pearson’s r = -0.42, and | r | > fsi, p=001 = 0.30, we must
reject the null hypothesis, and conclude that there is a negative correlation between class size
(Ncloc) and residual bug density at the 1% significance level. Based on Table 3.7, the size of the

association is moderate.

Table 4.11: Pearson’s r of Ncloc vs. Bug Density

n 74

Pearson’s r statistic -0.42]

P(significance level) | 0.01 or 0.05

(2) The significance test of Spearman’s

The result is listed in Table 4.12. Since | rank | = 0.85> Icrit, p0.01 = 0.30, we must reject the null
hypothesis, concluding that there is a negative correlation between class size (Ncloc) and residual
bug density at the 1% significance level. Based on Table 3.7, the strength of association is ‘very

strong’. Their sample relationship was plotted (See Figure 4.2).
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Table 4.12: Spearman’s r,,,; of Ncloc vs. Bug Density

n 74

Spearman'’s rranx Statistic -0.85

P(significance level) | 0.01 or 0.05

Combining the results of both correlation tests, our empirical result shows that there is a

moderate to strong negative association between program size and residual defect density. It

means, in our collected data, larger classes have smaller defect density.
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Figure 4.2: Sample Relationship Between Program Size and Residual Bug Density

4.2.2 Hypothesis 2b

Null: The correlation between class size (Ncloc) and code coverage in the population equals

0.0.Hp:p=0

Research: The correlation between class size (Ncloc) and code coverage in the population does

not equal 0.0. H;: p#0

(1) The significance test of Pearson’s r

The result is listed in Table 4.13.
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Table 4.13: Pearson’s r of Code Coverage vs. Ncloc

Variable pair Pearson’s | n Critical value Critical value
r (p=0.01) (p=0.01) (p=0.05)

Ncloc vs. Overall -0.02 207 |0.18 0.135

Ncloc vs. Statement -0.02 207 10.18 0.135

Ncloc vs. Conditional 0.24 199 | 0.181 0.138

Ncloc vs. Method -0.05 206 |0.18 0.135

We can see the values of Pearson’s r between class size and most code coverage ( overall,
statement and method) are really small, and their absolute values are smaller than reg, p=0.0s =
0.135. Only Pearson’s r between class size and conditional coverage, r = 0.24, is higher than the
critical value at p=0.01. Therefore, we must reject the null hypothesis for conditional coverage,
and accept the null hypotheses for other code coverage. In other words, we can conclude that
there is a weak to moderate positive correlation between class size and conditional coverage and

no linear correlation between class size and overall, statement or method coverage.
(2) The significance test of Spearman’s rpx

The result is listed in Table 4.14.

Table 4.14: Spearman’s r,,x Code Coverage vs. Ncloc

Variable pair Pearson’s | n Critical value Critical value
r (p=0.01) (p=0.01) (p=0.05)

Ncloc vs. Overall 0.11 207 ]0.18 0.135

Ncloc vs. Statement 0.09 207 | 0.18 0.135

Ncloc vs. Conditional 0.13 199 | 0.181 0.138

Ncloc vs. Method -0.04 206 |0.18 0.135

Since all of | rrank | (absolute values) are smaller than re, p=0.0s = 0.135, we cannot reject the null
hypothesis, concluding that there is no correlation between class size (Ncloc) and residual bug
density at the 5% significance level. However, we also observe that r.an between conditional code
coverage and residual defect density (rrank = 0.13) is very close to rert, p=00s = 0.138. Thus, we can

see the significance test of Spearman’s r, agrees well with Pearson’ r test above: Only
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conditional code coverage has weak correlation with class size. In general, conditional coverage
is harder to improve than other code coverage. Hence, our results give only weak support to the

idea that more testing efforts have been made for larger classes.

From both results of correlation tests, we can safely conclude that for the Swurv project, we
cannot find clear evidence that larger classes have higher overall/statement/method code
coverage. However, we observe that larger classes have a little higher conditional coverage.

%

4.2.3 Hypothesis 2¢

Null: The correlation between class size (Ncloc) and the number of the class’s revisions in the
population equals 0.0. Hy: p=0
Research: The correlation between class size (Ncloc) and the number of the class’s revisions in

the population does not equal 0.0. H;:  p#0
(1) The significance test of Pearson’s r

The result is listed in Table 4.15, and the sample relationship was plotted (See Figure 4.3).

Table 4.15: Pearson’s r of Ncloc vs. Revisions

n 207

Pearson's r statistic| 0.76

P(significance level) | 0.01 or 0.0

The Pearson’s r = 0.76, which is larger than rcs, p-0.01 = 0.18. Therefore, we must reject the null

hypothesis and conclude that there is a very strong positive linear correlation between class size

and the number of the class’s revisions.
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Figure 4.3: Sample Relationship Between Neloc and Revisions

(2) The significance test of Spearman’s g,

The result is listed in the Table 4.16. Since rrank > I'cit o=0.01 = 0.30, we must reject the null
L, p )
hypothesis, and conclude that there is a very strong positive linear correlation between class size

and the number of the class’s revisions.

Table 4.16: Spearman’s rr..« of Ncloc vs. Revisions

n 74

Pearson’s r statistic] 0.78

P(significance level) | 0.01 or 0.05

In conclusion, both significance correlation tests indicate that there is a very strong linear
association between a class size and the number of its revisions. The result indirectly indicates
that larger programs have been implemented with more effort under the assumption more

revisions stand for more effort of implementation and refactoring.
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4.2.4 Conclusion

In this section, we have presented the evidence to support the hypothesis that program size has a
strong linear correlation with residual defect density. It suggests that larger classes have smaller
residual defect density. Should we then propose that developers should build large classes instead
of several smaller classes? Definitely not. In our study, we also observed that non-bug classes

have the smallest average class size.

The conflicting results lead us to suppose that the association between size and fault density is
not a causal one. Perhaps that smallest classes have no bugs is because errors in smaller modules

are more apparent. Thus, all of the bugs in smaller classes have been detected before the start of

our data collecting period: 2003/01/01.

Perhaps that larger classes have smaller residual defect density is due to indirect influences by
other factors. Our tests do not present a clear proof. However, our data indicates that there is a
possibility that larger programs are designed and tested with more effort based on tests of
hypothesis 2b: Larger programs have higher conditional code coverage, and hypothesis 2c:

Larger programs are implemented with more revisions.

Though higher conditional code coverage does not necessarily stand for more testing effort,
these two results suggest the association between class size and residual defect density may be
due to other factors, such as testing effort, or refactoring and implementation effort. Therefore,

we suggest researchers collect related data to quantify these factors in the future.

4.3 Hypothesis about class age

Traditional software development experience leads us to believe that, in a project, classes
developed earlier should be more reliable than newly developed classes. The reason is
programmers and testers must have tested older classes longer than newer classes, and older

classes are more stable. Is this true in XP projects? In order to answer this question, I tested the

following hypothesis:

Hypothesis 3a: Older classes have smaller residual bug density than newer classes.

4.3.1 Hypothesis 3a

Null: The correlation between class age and residual bug density in the population equals 0.0.

Hy: p=0



Research: The correlation between class age and residual bug density in the population does

not equal 0.0. H;: p#0
(1) The significance test of Pearson’s r

The result is listed in Table 4.17.

Table 4.17: Pearson’s r of Class Age vs. Bug Density

n 74

Pearson’s r statistic -0.21

P(significance level) | 0.01 or 0.05

As Pearson’s r = -0.21, and | r | < Iere, p=00s = 0.23, we cannot reject the null hypothesis, and
conclude that there is no clear correlation between class age and residual bug density at the 5%
significance level. However, the value of Pearson’s r (-0.21) is very close to the critical value.
Furthermore, from Table3.7, the strength of association can be explained as weak. Thus, we

conclude that they may have a weak correlation.
(2) The significance test of Spearman’s I

The result is listed in Table 4.18. Since frank =-0.38, | frank | = 0.38> Ierit, p=0.01 = 0.30, we must
reject the null hypothesis, concluding that there is a negative correlation between class size
(Ncloc) and residual bug density at the 1% significance level. Based on Table 3.7, the strength of

association is ‘moderate’.

Table 4.18: Spearman’s r,,,x of Class Age vs Bug Density

n 741

Spearman’s rrank statistic -0.38

P(significance level) | 0.01 or 0.0

In short, from the two correlation tests, there is a weak to moderate negative correlation
between class age and bug density. That is, we have weak to moderate evidence to support

hypothesis 3a: older classes have smaller residual bug density than newer classes.
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4.3.2 Conclusion
The result that there is no strong correlation between class age and bug density is expected.
The reason is that in Extreme Programming (XP) projects, older classes are modified almost as

often as the new classes.

The XP rule of simple design (always use the simplest possible design that gets the job done)
means that developers may frequently add new functions into older classes. When developers
create a new class, they write only the part necessary to implement the functions of the current
story/iteration. After a new story is published, they can add new functions into older classes
without limitation. In addition, the rule of refactoring results in modification of classes. XP
requires developers often refactor out any duplicate code generated in a coding session. So, the
older classes in XP projects are modified more than those in traditional projects. We cannot
‘trust’ old classes more than new classes as in traditional projects. Therefore, we have to test old
classes as much as new classes. That is why XP requires the rule of continuous testing: XP teams
have to make all test cases of the software work at all time;. Moreover, these tests (Unit tests and

Acceptance tests) should be automated so that it is possible to run them daily.

4.4 Hypothesis about the number of revisions

In this study, the number of revisions was collected at the class level, that is, how many revisions
a class had before we collected the defects. A class’s number of revisions includes the number of
refactorings, the number of bug-fixes and the number of times new functions were added.
Refactoring is an XP discipline for restructuring an existing body of code, altering its internal
structure without changing its external behavior. We are concerned with refactoring’s effects on
software quality. However, the number of refactorings is not available in the Swurv project. We
are hoping to get some idea of that through the analysis of correlation between the number of

revisions and residual bug density. Therefore, we tested the following hypotheses:
Hypothesis 4a: The number of revisions has a negative association with residual bug density.

Hypothesis 4b: The number of revisions has a correlation with code coverage.

4.4.1 Hypothesis 4a .
Null: The correlation between the number of revisions and residual bug density in the

population equals 0.0. Hy: p=0
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Research: The correlation between the number of revisions and residual bug density in the

population does not equal 0.0. H,: p#0
(1) The significance test of Pearson’s r

The result is listed in Table 4.19. As Pearson’s r = -0.32, and | r | >y, p=0.01 = 0.30, we must
reject the null hypothesis, and conclude that there is a negative correlation between the number of
revisions and residual bug density at the 1% significance level. From Table 3.7, the strength of
association can be explained as “moderate”. Thus, we conclude that they have a moderate

negative correlation.

Table 4.19: Pearson’s r of the number of Revisions vs. Bug Density

n 74
Pearson’s r statistic -0.32

P(significance level) | 0.01 or 0.05

(2) The significance test of Spearman’s

The result is listed in Table 4.20. Since I =-0.64, | rrank | = 0.64> Ieir, p=0.01 = 0.30, we must reject
the null hypothesis, concluding that there is a negative correlation between the number of
revisions and residual bug density at the 1% significance level. Based on the Table 3.7, the

strength of association is “strong”.

Table 4.20: Spearman’s rp, of the number of Revisions vs Bug Density

n 74

Spearman’s rrank Statistic -0.6

P(significance level) | 0.01 or 0.05

In conclusion, the two tests convey that there is a moderate to strong negative correlation
between the number of revisions and residual bug density. In other words, a class having more

revisions has a smaller bug density. The sample correlation plot is given in Figure 4.4.
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4.4.2 Hypothesis 4b

Null: The correlation between the number of revisions and code coverage in the population
equals 0.0. Hy: p=0

Research: The correlation between the number of revisions and code coverage in the

population does not equal 0.0. H;: p#0

(1) The significance test of Pearson’s r

The results of Pearson’s r between revisions and code coverage are listed in Table 4.21. We
can see that only the Pearson’s r of revisions vs. conditional is bigger than the critical values r;,
p=001 = 0.181 and rey;, p=0.0s = 0.138. Other Pearson’s rs are smaller than the critical value at the
0.05 significance level. Thus, for conditional coverage, we must reject the null hypothesis, and
conclude that there is a positive correlation between the number of revisions and conditional
coverage at the 1% significance level. From Table 3.7, the strength of association can be

explained as “weak”. However, for other code coverage, we cannot find a correlation with the

number of revisions.

Table 4.21: Pearson’s r of Revisions vs Code Coverage

Variable pair Pearson’s | n Critical value Critical value

r (p=0.01) (p=0.01) (p=0.05)
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Revisions vs. Overall 0.06 207 |0.18 0.135
Revisions vs. Statement 0.06 207 | 0.18 0.135
Revisions vs. Conditional | 0.22 199 | 0.181 0.138
Revisions vs. Method 0.0 206 |0.18 0.135

(2) The significance test of Spearman’s Iy

The results of Spearman’s 1., of Revisions vs. code coverage are listed in the Table 4.22. From
this table, all 1, are smaller than their corresponding critical values at the 5% significance level,
so we cannot reject the null hypothesis, concluding that there is no clear correlation between the

number of revisions and code coverage at the 5% significance level.

Table 4.22: Spearman’s r,,x of Revisions vs. Code Coverage

Variable pair Spearman’s Iy | n Critical value Critical value
(p=0.01) (p=0.01) (p=0.05)

Revisions vs. Overall 0.13 74 0.30 0.23

Revisions vs. Statement | 0.06 74 0.30 0.23

Revisions vs. 0.23 66 0.31 0.24

Conditional

Revisions vs. Method -0.16 206 |0.18 0.135

It seems that there is a difference for conditional coverage in the above two tests. However, we
notice that the Spearman’s r,,x between conditional coverage and the number of revisions (franx =
0.23) is very close to its I, p=0.0s = 0.24; furthermore, the Spearman’s r., does not consider non-
bug classes due to its assumption that sample size should be less than 100. Therefore, we accept
the result of Pearson’s test that there is a weak positive correlation between conditional coverage
and the number of revisions, and no clear correlation between other code coverage and the

number of revisions.

4.4.3 Conclusion

The evidence we found in support of Hypothesis 4a (the number of revisions has a negative
association with residual bug density) is relatively strong. It indicates that more revisions may

result in a higher quality of software products. Is this because more revisions lead to higher code
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coverage? From the testing Hypothesis 4b, we observed the number of revisions has a weak

correlation with code coverage.

As we stated above, fixing detected bugs, refactoring and adding new functions will increase
the number of revisions. Which is the real causal reason of improved quality? We can’t find an
answer from our study due to lack of available data, such as the number of refactorings and the
number of bug fixes for each class. Therefore, we suggest that in future research projects,

developers record each submission’s reason: adding new functions, fixing bugs or refactoring.

If a new revision is for adding new functions, it may not improve the class’s quality. However,
if the new revision is for fixing a bug, the class’s quality can be improved since the number of
bugs in the class has been reduced; if the new revision is for refactoring, it may make the program

easier to understand so that the bugs just leap out, or are less likely to be introduced in the future.

The most interesting data should be the number of refactorings at the class level. In reality, due
to tight project schedules, the project manager may not arrange time for developers to do
refactoring. If other researchers do find a strong correlation between the number of refactorings
and residual defect density, developers and program managers will be encouraged to do more

refactoring to improve the quality of their projects.

4.5Summary of Associations

Based on our significance tests of Pearson’s r and Spearman’s Ir,, we found that several variable

pairs have moderate or strong associations (see Table 4.23). The further conclusion is presented

in Chapter 6.

Table 4.23: Variable Pairs with Moderate/Strong Association

Variable Pair Strength of Correlation  Direction
BugDensity vs. Overall Close to moderate Negative
BugDensity vs. Statement Close to moderate Negative
BugDensity vs. Methods Moderate Negative
Revisions vs. Ncloc Strong Positive
BugDensity vs. Revisions Strong Negative
BugDensity vs. Ncloc Strong : Negative
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Chapter.5
Defect Distribution Analysis and Improvement Actions

Through defect root cause analysis, we obtained Swurv’s statistical distribution of residual defect
root causes shown in Table 3.13. From the statistical distribution, we can derive several general

results:
e Bugs in component design and implementation consume 70.49% of all defects;
e Only 3.28% of all bugs (Category 4.1) can be detected by improving code coverage;

In this chapter, further discussion of the above results is presented and, furthermore,

appropriate improvement actions for the Swurv project are proposed.

5.1 Defect Distribution Analysis

5.1.1 Category 4--- Component Design and Implementation Bugs

From Table 3.13, we can see that bugs of category 4--- Component Design and Implementation
Bugs--- represent 70.49% of Swurv bugs. In other words, defects are injected into the system
predominantly (70.49%) during the component design and implementation phase. This result is
very similar with the result presented in reference [24] “A Case Study in Root Cause Defect
Analysis”. In their project, 71% of bugs originated from the component spec. / design and
implementation phase. However, their defects include bugs detected by unit test space[24]; in my
study, the bugs were detected only by system tests (after unit tests). So, our defect statistics do not
include defects detected by unit tests. It is reported that unit tests are efficient in detecting defects
of functionality [9,56], which refers to missing or wrong functionality (w.r.t. requirements) and
mostly are injected in building phase [24]. Therefore, if we collected defects detected by unit

tests, the rate of component design and implementation bugs would probably be more than 71%.

Moreover, in Beizer’s project [20], over 57% bugs originated from the component spec/design
and implementation phase (structural, data bugs, implementation and coding faults). Therefore,

comparatively speaking, the number of Swurv bugs occurring in the component design and
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implementation phase is relatively high and we should propose improvement methods to reduce

bugs in this category.

5.1.2 Why improving code coverage cannot help detect residual bugs?

An interesting outcome of the analysis is the observation that only 3.28% of residual bugs
(Category 4.1) can be detected by improving code coverage. It means even if a project’s code
coverage is improved to 100%, it is not likely to detect over 96% of the residual defects. This
result is supported by Frankl’s study [10]. Frankl mentioned that in most subjects (programs),
even the high coverage level test sets were not terribly likely to detect faults. This result leads me

to analyze why high code coverage cannot help to detect residual bugs for each category.

Category 1,2,3---missing/incorrect requirements/features

Since code to implement missing functions does not exist, developers probably will not diagnose
that there are missing/incorrect features by executing/covering all the existing program structural
elements, such as statements, conditionals and methods. Thus, these bugs would not be detected
by improving code coverage. However, they could be eliminated by design review and

acceptance tests before implementation.

Category 4.2.1--- Component Design Problem

Bugs of category 4.2.1 include inadequate/wrong features (w.r.t requirements), algorithm,
performance, etc. They represent 29.51% of all the studied bugs and 43.9% of the component
design and implementation bugs that may not be detected by improving code coverage. This rate

is relatively large, so I divided it into the following types:
4.2.1.1: Deadlock, multi-thread coordination: 2 (Bug ID: 553, 621)
4.2.1.2: Used wrong APl/java package: 1 (Bug ID: 595)

This is due to lack of experience. Bug 595 is a result of using a timezone
insensitive java package to get the email’s sent time. Unit tests cannot
obtain correct sent time to validate if the time is correct. Developers

fixed this bug by using a timezone sensitive package.

4.2.1.3: Missed code for some special cases/exceptions: 12 (Bug ID: 492, 510, 569,
516,518,539,547,548,649,582,587,608)
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4.2.1.4: Inheritance problem: 2 (584,585)
Developers inherited existing parent class’s methods to implement some
functions for a subclass, so they didn't implement new methods for the
subclass. However, they did not consider differences in handling

different class objects.

From the data, we observe that missing code for some special cases/exceptions represents 67%
of root causes of component design problem bugs. For these bugs, effective design reviews or

software inspections can detect these missing of cases.

Category 4.2.2---bugs occurred in long-event functions

Even if the related codes were all covered by unit tests, the bug was not detected. The reason is
the long-event functions require several events to be performed continuously and sequentially.
The latter event may check/use the states resulting from the former event’s execution. But most
unit tests will reset states after executing an event, and some unit test tools do not support

continuous testing of several events.

For example, for bug 609, the bug was described in Bugzilla as “once you step out of a room '
(go to email and back to chat) clicking on a user name from before you left and whispering
(kicking out, adding to a chat room), may not work, or may do the operation on another user.” In
order to test the above case, we have to keep all the states while continuously executing the
following six events: enter a chat room, whisper with a user, step out of a room, go back to the

former chat room, click on the user name to whom you whispered, whisper to him/her.

Acceptance/ Functional tests are useful in testing long event functions. Several web functional

testing tools, such as HttpUnit, can be used to test long-event functions for web-based

applications.

Category 4.2.3--- lack of verification

As for bugs in category 4.2.3, related code was covered but the unit tests lacked verification to
check if the executed value is as expected. As we know, a programmer’s coding error, such as a
logic error, boundary error, etc, cannot be avoided completely. Thus, appropriate verification is
necessary for important objects/variables. However, in the Swurv project, programmers didn’t
write enough verification in their unit tests. In some cases, even though codes involved in a bug

were executed, unit tests still could not detect the bug.
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Thus, we can conclude if the unit test relies on only structural coverage, it may not detect some

bugs. Tests need to be designed more carefully and formally so that they will find and check all

important values.

Category 4.2.4---GUI bugs

The bugs in category 4.2.4 occurred in HTML/Javascript codes. The Swurv unit tests will not
test HTML/Javascript codes. Therefore, these bugs may not get detected by improving code
coverage. This is why GUI bugs consume 29.51% of all the studied bugs. Then, hovlv do we

eliminate GUI bugs? From prior work, automated acceptance tests and good design may help.

Automated GUI testing is difficult. Lisa Crispin [36] proposed several guidelines for
acceptance tests for web applications. She suggested verifying the minimum key criteria for
success and doing the simplest thing that works. A few GUI tests are better than none. In this

way, we can eliminate some GUI bugs.

Good architecture design can help GUI tests too. In reference [36], Lisa Crispin mentioned,
“we carefully control our JavaScript libraries to minimize changes and thus the vrequired
retesting.” Finsterwalder [39] said, “As most parts of our application are designed so that no

business logic is mixed with the GUI handling code, the verification that the thin GUI layer is

working well can often be done manually.”

Our analysis thus far indicates that the defects of the following cases are probably not detected
by improving code coverage: missing/incorrect specification/features/cases, component design
problem (problems of correctness and completeness with respect to the requirements, internal
consistency, performance, O-O design problems, etc) long-event functions, lack of verification
and GUI bugs (Swurv automatic unit tests do not verify the GUI). Above analysis pointed out that
important areas to look for improvements are good architecture design, design reviews, and

acceptance testing. We will further discuss them below.

5.2lmprovement Actions

The Swurv project applied the Extreme Programming (XP) methodology from the beginning of
the project. However, we observed that quite a few bugs existed after the delivery to the

customer. Our goal is to find and suggest an effective set of XP improvement actions, so that for

future XP projects:
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e the overall number of defects is significantly reduced
e the defects are avoided and detected earlier in the lifecycle

e the modified set of XP rules are still a lightweight methodology, and will not add

burden to the programmers and the customer.

Based on the statistical distribution of defect root cause, the most important task is to reduce in
the areas of bugs: Component design and GUI. Therefore, we advocate several improvement

actions for design, component implementation and acceptance tests.

5.2.1 Design up front
XP advocates the rule of “simple design”----design the simplest thing that will work now. The
motivation for this is that requirements will invariably change, so most of a “big up-front design”

ends up being thrown away, and a simple design is easy to adapt to requirements changes.

Design up-front in XP usually involves a system metaphor and CRC cards. The system
metaphor is used to replace architecture design and describes the basic elements and relationships
of the application [32]. The system metaphor does not seem to address bigger architectural issues

such as overall architecture, classic design patterns, e.g. Model-View-Control pattern, etc.

As we know, decisions made during the architectural and design phase of the application
development lifecycle have a significant impact on the software product’s long-term performance
and scalability. Furthermore, upfront architectural design reduces the development time for new
functionalities [32]. With a good upfront architectural design, each new functionality is based on
an infrastructure backbone and design patterns. With this approach, the time and effort needed for

implementing new functionalities is much reduced when compared to developing from scratch.

The Swurv project is a complex web-based application and it does not separate presentation,
control and business logic. GUI handling codes are mixed with business processing logic. It is
proved in many web applications that if we can use some design model to separate business logic
from GUI handling code, the number of GUI bugs will be efficiently reduced [36,39]. Good
design patterns, such as MVC, make code easy to reuse, efficiently improve project velocity and
detect bugs. Especially, for performance problems, good architecture strategies can prevent and
solve them. However, architecture design requires significant planning. Compared to the cost of

detecting and fixing bugs, having a good architecture design is cost-effective. Therefore, in order
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to reduce the overall number of defects, especially GUI bugs, and performance problems, we

propose:

IP1: For complex projects, like the Swurv project, a big upfront architectural design is

necessary.

In XP, CRC cards are used to replace high level design. CRC design sessions are suggested to
last 10-30 minutes and allow the entire project team to contribute to the design. It is considered
that the more people who can help design the system the greater the number of good ideas
incorporated. However, in reality, people argue that an experienced senior designer/analyst can
do a better design than a group of programmers. Large complex design requires strong
experience. Considering 29.51% of the studied bugs are component design problems, in order to

reduce the number of component design problems, we propose:

IP2: Important/common functions should be designed by an experienced designer/analyst.

5.2.2 Component implementation

In the Swurv project, missing handlings for some important cases/exceptions represent 67%\of
the bugs of the component design problem. After defect root cause analysis, we discovered most
of them are a result of lack of experience. Thus, though peer inspection is provided in XP projects
by pair programming, inspections by a senior designer/analyst/tutor are still necessary. We

propose:
IP3: The designer/analyst/coach should frequently review/inspect programmers’ artifacts.

Based on prior work [15] and the results of Chapter 4 (see section 4.1.5), unit tests can not only
reduce the number of defects, but improve the design as well. Also, from our defect analysis,

3.28% residual bugs are due to lack of verification. Thus, we suggest:

IP4: Developers should better unit tests so that unit tests have higher test coverage of unit

functional and code coverage and complete verification for important values.

5.2.3 Acceptance testing

Acceptance tests can enhance the communication between customers and programmers [38]. In
the Swurv project, considering that automating acceptance tests is difficult, the customer did
manual acceptance tests after programmers delivered the finished functions to him. From the

residual defect distribution shown in Table 3.13, we found 23% of all residual defects resulted
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from programmers’ missing/misunderstanding common cases/features. If acceptance tests are
defined at the beginning of each iteration, programmers will clearly grasp the use cases they

should handle, and therefore efficiently eliminate this kind of bug.

XP rules require that acceptance tests should be automated so they can be run often to test
changes that affect many objects. Also, automated acceptance tests can help to test long-event
functions that unit tests cannot detect. Furthermore, from my experience, automated acceptance
tests can help to detect some GUI bugs by using some testing tools, like HttpUnit. For testing the
GUI part in the acceptance tests, somehow you will have to emulate human interaction to get the
system’s response---- complicated textual output (e.g. an HTML report). Then scripts can test if
the links/functions work, if the complicated extual output (e.g. an HTML report) is correct by
simply comparing any captured output with expected output. However, it is difficult for the on-

site customer to write automated acceptance tests. So we suggested:

IP5: It is necessary to add a tester to help customer define acceptance tests at the beginning of

every iteration.

IP6: While implementing the new iteration, the tester should write automatic acceptance tests.

5.3 Summary of Improvement Actions

Based on our defect distribution analysis, six improvement actions for the Swurv project were

derived in this Chapter as follows:

IP1: For complex projects, like the Swurv project, a big upfront architectural design is

necessary.
IP2: Important/common functions should be designed by an experienced designer/analyst.
IP3: The designer/analyst/ should frequently review/inspect programmers’ artifacts.

IP4: Developers should better unit tests so that unit tests have higher test coverage of unit

functional and code coverage and complete verification for important values.

IP5: It is necessary to add a tester to help customer define acceptance tests at the beginning of

each iteration.
IP6: While implementing the new iteration, the tester should write automatic acceptance tests.

The proposed improvement actions require adding an experienced analyst and a tester to the

XP team. The experienced analyst is responsible for architecture design and the important
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functions’ design, and also she/he needs to discuss/review/inspect developer’s artifacts
frequently; the tester can aid customers in defining and automating acceptance tests as well as
flush out hidden requirements and assumptions. If such an analyst and a tester existed in the XP
team, we may prevent and effectively eliminate most of the Swurv’s residual defects due to
missing/misunderstanding features, GUI bugs, component design and implementation problems,
etc. Furthermore, the proposed improvement actions will not add burdens to customers or

developers.
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Chapter 6

Conclusions and Future Work

The correlation-based results we have presented (which are summarized in Table 6.1) are based

on the Swurv project.

Table 6.1: Support for the Hypothesis provided

Number Hypothesis Strength of Correlation = Direction
la Overall code coverage can be used to Close to moderate Negative
estimate the residual defect density
1b Statement code coverage can be used to Close to moderate Negative
estimate the residual defect density
Ic Conditional code coverage can be used to None N/A
estimate the residual defect density
1d Method code coverage can be used to Moderate Negative
estimate the residual defect density
2a Program size can be used to predict Strong Negative
residual defect density.
2b Larger programs have higher code None for most, weak for Positive
coverage. conditional coverage
2c Larger programs are implemented with Strong Positive
more revisions.
3a Older classes have smaller residual bug Weak to moderate Negative
density than newer classes.
4a The number of revisions has negative Moderate to strong Negative
association with residual bug density
4b The number of revisions has correlation None for most, weak for Positive

with code coverage.

conditional coverage
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Since there are only 7-12 developers in this project, we cannot make claims about the
generalization of these results. However, given the rigor and extensiveness of the data collection

and also the strength of some of the observations, we feel that the following findings are helpful

to the wider community:

e There is no strong (weak to moderate) linear correlation between code coverage and

residual defect density when code coverage is beyond a certain range.

This result moderately supports that higher code coverage can lead to less residual defect
density. As the association is not strong, it does not support that we can predict the residual
defect density based on the code coverage as presented in prior work [12]. From this result,
we indicate that improving code coverage is helpful to detect residual defects, but it is not
enough, and we also need other testing, like acceptance testing, in the process of software

development to provide good quality software products.

Our defects were collected while average code coverage of the Swurv classes was
relatively high. In our study, the average overall, statement, conditional, and method
coverages are 79.53, 81.4, 61.8, and 85,6 respectively. Our result agrees well with the result
in reference [3]: “beyond a certain range (70% -80%.), increasing statement coverage

becomes difficult and is not cost effective.”

Thus, we can conclude that, beyond a certain range, code coverage cannot be used to

predict the residual defect density.

e Compared with other kinds of code coverage in this thesis, conditional coverage has the

weakest linear association with the residual defect density.

This indicates that increasing conditional coverage may be the least cost effective after

conditional coverage is improved to a certain range (60%).

e There is a strong linear correlation between program size and residual defect density. It
suggests that larger classes have smaller residual defect density. Also, we observed that
non-bug classes have the smallest average class size. The conflicting results lead us to

suppose that the association between size and fault density is not a causal one.

¢ No strong correlation exists between class age and residual bug density.

Earlier created classes may have the same residual defect density as newly created classes.

Therefore, we have to test old classes as much as new classes. It is important to follow the XP
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rule of “continuous testing”---XP teams have to make sure all test cases of the software work

at all times.

Since our study doesn’t give strong support that classes with higher code coverage have fewer
residual defects, we did defect root cause analysis on residual defects. We found for over 96% of
residual defects, improving code coverage cannot detect them. In order to effectively reduce the
number of residual defects for future XP projects, we propose six improvement actions to

enhance design, component implementation and acceptance testing. They are:
IP1: For complex projects, like Swurv project, a big upfront architectural design is necessary.
IP2: Important/common functions should be designed by an experienced designer/analyst.
IP3: The designer/analyst/ should frequently review/inspect programmers’ artifacts.

IP4: Developers should better unit tests so that unit tests have higher test coverage of unit

functional and code coverage and complete verification for important values.

IP5: It is necessary to add a tester to help customer define acceptance tests at the beginning of

every iteration.,
IP6: While implementing the new iteration, the tester should write automatic acceptance tests.

As to the suggestions for future studies, it is hoped that further research in software engineering

will be conducted to support our findings and propose more meaningful results. We suggest:

1. To collect residual defects and code coverage earlier when average code coverage is
lower. In this way, researchers can investigate if there is a critical range for average
code coverage. When unit tests reach the range of this study, there is no strong linear

correlation between code coverage and residual defect density.

2. To investigate which factors, such as testing effort, number of refactorings and
implementation effort, etc, lead to larger classes having smaller defect density. In order
to do this study, researchers need to collect enough information. Thus, we recommend
that when developers submit code, they should record appropriate information, such as

implementation hours, testing hours, and refactoring hours.

3. To explore the correlation between the effort of refactoring and residual defect density.
Our result indicates that more revisions may result in higher quality software products.

Both fixing detected bugs and refactoring may increase the number of revisions with
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software quality. If researchers do find a strong correlation between the number of
refactorings and residual defect density, developers and project managers will be

encouraged to follow the XP “refactoring” rule to improve the quality of their projects.
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Appendix A
Definitions of Terms

Analyse-it: Analyse-it is an add-in to Microsoft Excel allowing one to analyse data straight from

an Excel worksheet [52].

Bugzilla: Bugzilla is a database for bugs that lets people report bugs and assigns these bugs to the

appropriate developers [63].

Clover: Clover is a code coverage tool that can obtain code coverage for classes, packages and

project [21].

CVS: Concurrent Versions System. CVS is a powerful tool for software version control. It
provides method of recording the history of your source files and allowing many developers to

work on the same source code [67].

DRCA: Defect root causal analysis. It is the process of analyzing a defect to determine its root

causes.

Swurv: Swurv company. It specializes in developing Internet technology products [48].
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