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Abstract
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The primary requirements of a secure Wireless Sensor Network architecture are confidentiality,

integrity and authentication of users and other participating entities. User Authentication for

wireless sensor networks is a fundamental and important issue in designing dependable and

secure systems. In this thesis, we have outlined the security model, functional requirements,

assumptions and network setup for an authentication scheme in the first phase. Keeping in mind

the security requirements as well as the flaws of past authentication schemes, we propose a

robust user authentication method that inherits user anonymity, mutual authentication and

password changing functionality of previous password-based schemes and improves security by

resisting gateway bypass and replay attack, and many logged in user with the same ID threat.

Our scheme is a variant of strong password based schemes that does not require strict network

synchronization.

In the second phase of the thesis, we have analysed our authentication scheme from the

perspective of security issues and functional requirements.  The proposed scheme is modelled in

SystemC. It is evaluated in different attack scenarios. The authentication latency, memory and

functional requirements,  and computational overhead are the metrics used to evaluate the

scheme. The effect of multiple users on authentication latency in our scheme is also studied.
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Some of the past representative schemes have also been modelled and evaluated in the same

environment. A detailed comparison of over-head cost, authentication latency and security

features are provided in this thesis.  It is verified and confirmed by modeling that our scheme

provides enhanced security without adding extra computation at the sensor node.
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Chapter 1: Introduction

Recent advances in integration between tiny embedded processors, wireless interfaces, and

micro-sensors have led to the emergence of wireless sensor networks (WSN). This new kind of

wireless networks has gained worldwide attention in recent years and has been integrated in

several application domains. The background of WSN is outlined in this chapter. The motivation

behind this research work and the objective of the research are discussed. A brief overview of the

thesis concludes this chapter.

1.1 Background

The origins of WSN research can be traced back to the Distributed Sensor Networks (DSN)

program at the Defence Advanced Research Projects Agency (DARPA) in the eighties where

Arpanet (predecessor of the Internet) approach for communication was extended to sensor

networks. DSNs were assumed to have many spatially distributed low-cost sensing nodes that

collaborate with each other but operate autonomously. Technology components for a DSN

included sensors (acoustic), communication and processing modules, and distributed software

[66]. In the early eighties the state of the art real-time test bed was developed by MIT Lincoln

Laboratory using Ethernet and microwave radio for acoustic tracking of low-flying aircraft [32].

DARPA acted as a pioneer in sensor network research by launching Low-power Wireless

Integrated Micro-sensors (LWIM) project during mid-1990s and continued the initiative research

program called SensIT [25]. It provided the present sensor networks with new capabilities such

as ad hoc networking, dynamic querying and tasking, reprogramming and multitasking. Since

1993, the Wireless Integrated Network Sensors (WINS) project at the University of California at
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Los Angeles covers almost every aspect of wireless sensor network design. The University of

California at Berkeley started the PicoRadio program in 1999 to support the assembly of an ad-

hoc wireless network of low-cost, low-energy sensor and monitor nodes [31]. The μAMPS

program at MIT focused on the development of a complete system for wireless sensor networks,

emphasizing the need for low power operation [15]. Several applications have been benefited

from the advances in wireless sensor networks. Today such networks are used in Agriculture,

Health Care, Defence, Wild-Life Habitat Monitoring, Under Water Monitoring, Disaster

Management (Safety) and Industrial (monitoring, control, factory automation) applications. The

current WSN research focuses on application-driven systems in order to address more concrete

issues.

1.2 Motivation of the Research Work

Wireless Sensor Networks (WSNs) have attracted a large number of researchers due to its

ubiquitous nature, easy deployment and a wide range of applications. In general, most of the

queries in WSN applications are issued at the points of base stations or Gateway (GW) node of

the network. However, one can foresee that there are greater needs to access the real-time data

inside WSN. The user must be able to access the real-time data from sensor nodes when

required. For some applications, the collected data is valuable and confidential. In many

applications, integrity and confidentiality of collected data as well as the user privacy are critical.

Security measures should be incorporated to protect the access to critical data and to restrict non-

authorized users from acquisition of critical data. If the data is made available to the user on

demand then user authentication must be ensured before allowing the data access.
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Over the years, password based user authentication and two factor user authentications have been

proposed by a number of researchers. Two-factor user authentication allows for a separation of

roles at the expense of adding a multitude of implementation and deployment issues, which make

them expensive. The two-factor user authentication assumes that WSNs are deployed in a

confined area. The basic idea of the scheme is that during registration phase, a user receives a

smart card from GW node. Then during login-authentication phase, the user can login to the

sensor and access data with the aid of the user’s password and smart card. In this case, the user

must insert the smart card into the specific terminal to be able to login. However in many

applications ad hoc topology of WSN is deployed in uncontrolled areas where using a specific

terminal and smart card may not be feasible and will restrict the user mobility and utility of

WSN. Password-based authentication is easy to integrate and at least it does not involve some

incompressible extra costs. Therefore, we are motivated to develop a password based

authentication scheme that eliminates the need for smart card and allows only the legitimate user

to gain access to sensor data.

1.3 Objectives

Sensor nodes in a WSN are battery-powered and have limited communication, computation and

storage capabilities. This requires that the security design must be lightweight and efficient

regarding both communication and computation overheads. Due to wireless communication

between nodes in a WSN, an adversary can eavesdrop the communication messages and launch

different types of attacks. The unattended nature of some WSN makes it vulnerable to node

compromise attack. The resource and network constraints together with different attacks impose

many challenging requirements for the security design in WSNs.  A sophisticated security or
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authentication scheme requires a balance among the requirements and its design must be robust

against sensor compromise and different attacks.

All the password-based authentication schemes proposed so far have security weaknesses that

make them unsuitable for wireless network. Moreover, all password-based schemes require strict

time synchronization, which increases network overhead and makes the scheme vulnerable to

replay attack within a certain time interval. The past schemes also suffer from many logged in

users with same ID threat. Therefore, our main objective is to develop a robust user

authentication method that inherits all the advantages of previous password-based schemes and

improves security by resisting gateway bypass attack, replay attack and many logged in user with

the same ID threat. In this thesis, we propose a robust user authentication method which ensures

that only the legitimate user can get the access to the sensor data. The objectives of this thesis are

as follows:

 Identify the security flaws in the existing user authentication schemes.

 Develop a user authentication method that eliminates the identified security flaws.

 Analyze the performance of the developed authentication scheme.

 Model the proposed authentication protocol in SystemC to verify the security claims.

1.4 Main Contributions

The main contributions of this thesis are summarized as follows:

 We identify the security vulnerability of some of the existing user authentication schemes

in WSN. We have pointed out that the existing schemes suffer from replay, forgery and

gateway bypass attacks. Then we propose a password based user authentication scheme
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that eliminates the identified security flaws of the past schemes. The proposed scheme

minimizes computational and communication costs. We achieve our goal by integrating

one way hash function and XOR operations in the proposed scheme.

 The proposed user authentication scheme does not rely on the transmission delay (ΔT) to

resist replay attack. The scheme incorporates mechanism within the computation to resist

replay attack and eliminates the need for strict time synchronization in WSN.

 We also analyze both the performance and security resilience of the proposed scheme. A

quantitative delay analysis is given in detail and demonstrates the effectiveness and

efficiency of the proposed scheme.

 The modeling of the proposed scheme is done in SystemC.

1.5 Overview of the Thesis

The remainder of the thesis is organized as follows. In Chapter 2, the security issues, threats and

models of WSN and related works are studied and investigated. A detail security analysis of

some of the representative schemes are also provided in this chapter. In the third chapter, a

robust user authentication scheme is proposed. Chapter 4 provides the detail security and

performance analysis of the proposed scheme. The security of the scheme is evaluated for replay,

forgery, gateway by-pass attack as well as many logged in user threat. The performance of the

scheme is evaluated based on the computational overhead and functional requirements. Chapter

5 provides the details of modeling of our protocol in SystemC. A detailed study of the

authentication latency of the proposed scheme is also provided in this chapter. Some

representative authentication schemes are also modeled and a comparison of the authentication
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latency among the schemes is provided.  The security claims of the proposed scheme are also

verified. Chapter 6 concludes the thesis and provides future research direction.

1.6 Conclusion

In this chapter, we have provided an overview of the evolution of wireless sensor networks. The

hardware architecture, network architecture, network topology and the prevailing standards and

specifications are discussed. Some of the promising applications are discussed and the

motivation behind the research work is described. In the next chapter we will study the security

issues of wireless sensor networks and review some of the representative schemes for user

authentication in WSN.
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Chapter 2: Wireless Sensor Network and Authentication

In this chapter we introduce Wireless Sensor Network (WSN). Then we discuss the security

challenges faced in WSN. Different types of attacks in WSN are described in detail. The major

factors of user authentication and authentication related works are elaborated in this chapter. A

detail Security analysis of some of the representative schemes are presented at the end of this

chapter.

2.1 Introduction to WSN

The emerging field of Wireless Sensor Networks [2] combines sensing, computation and

communication into a single tiny device. A sensor network can be described as a collection of

tiny, intelligent, low-cost and wirelessly connected sensor nodes which coordinate to collect and

disseminate physical environmental data from remote locations to one or multiple sink nodes.

Sensor networks may be composed of many different types of sensors such as seismic, low

sampling rate magnetic, thermal, visual, infrared, acoustic and radar, etc. These sensors are able

to monitor a wide variety of ambient conditions such as temperature, humidity, vehicular

movement, lightning condition, pressure, noise levels, etc. WSN consists of spatially

distributed autonomous sensors to monitor physical or environmental conditions. It is employed

in various systems involved in surveillance supporting tracking, monitoring and control in

urban/suburban areas, military and/or anti-terrorism operations, telemedicine, assistance of

disabled and elderly people, environmental monitoring, localization of services and users,

industrial process control, etc. The development of wireless sensor networks has been employed

in military applications such as battlefield surveillance. The concept of micro-sensing and
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wireless connection of these nodes promise many new applications including environmental,

medical, military, transportation, entertainment and homeland defence.

2.1.1 Hardware Platform of Sensor

The WSN is made of "nodes" – from a few to several hundreds or even thousands, where each

node is connected to one (or sometimes several) sensor. A typical sensor network consists of a

large number of multifunctional sensor nodes, which are equipped with sensing, information

collecting, processing, and communicating components. Each sensor node can have several

components: a radio transceiver with an internal antenna or connection to an external antenna,

a microcontroller, internal and external memories, an electronic circuit for interfacing with the

sensor and an energy source, usually a battery or an embedded form of energy harvesting. A

block diagram of a typical sensor node is shown in Figure 2.1.

Figure 2.1: A Typical Sensor Node
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Transceiver:

The transceiver serves the purpose of connecting the node to the network. It is responsible for

providing wireless interface for transmission and reception operations. The nodes can

communicate with each other using wireless communication usually at Radio Frequency (RF). A

radio propagates signals which contain the data that it is sending through the air. Another radio

can receive these signals and retrieve the transmitted information.

Processor and Memory:

The embedded processor that can be used in a sensor node includes Microcontroller, Digital

Signal Processor (DSP), Field Programmable Gate Array (FPGA) or Application Specific

Integrated Circuit (ASIC). Among all these alternatives, the Microcontroller has been the most

used embedded processor for sensor nodes due to its low cost and flexibility to connect to other

device parts. Memories in a sensor node include on-chip flash memory and RAM of a

microcontroller and external flash memory. The processor operates with a simpler operating

system specifically designed for micro-sensors such as TinyOS [63].

Sensor:

A sensor is a hardware device that produces a measurable response signal to a change in a

physical condition such as temperature, pressure or humidity. The continual analog signal sensed

by the sensor is digitized by an analog-to-digital converter and sent to the embedded processor

for further processing.
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Power Unit:

Sensor nodes consume power for sensing, communication and processing of data. Usually the

sensors are battery powered. However, energy harvesting sensor nodes are also available [45].

2.1.2 Network Structure

A WSN can be infrastructure-based or ad-hoc. In an infrastructure-based WSN, some nodes form

a relatively static infrastructure and are responsible for relaying traffic for other nodes. Smart

Dust is an example of the network in this mode [21]. The WSN ad hoc networks are

decentralized type of wireless networks that are able to organize themselves without predefined

infrastructure. The ad-hoc network does not rely on a pre-existing infrastructure, such

as routers in wired networks or access points in managed (infrastructure) wireless networks.

Each sensor node participates in routing by forwarding data for other nodes, and so identification

of the nodes that forward data is made dynamically. The decentralized nature of wireless ad-hoc

networks improve the scalability of wireless ad-hoc networks compared to wireless managed

networks. Minimal configuration and quick deployment make the ad-hoc networks suitable for

emergency situations such as natural disasters or military operations. However, managing the

network resources and quality of service provisioning in such networks is more difficult than in

an infrastructure-based network. Some WSNs may combine the infrastructure-based and ad-hoc

modes, where cluster of sensor nodes are inter-connected via some central access points referred

to as Cluster Heads (CHs), and all the data packets collected by the sensor nodes are eventually

followed by the CHs to the sinks.
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2.1.3 Standards and Specification

The protocol stack used by the sink, cluster head and sensor nodes are shown in Figure 2.2.

Application Layer

API

Network Layer

Data Link Layer (MAC, LLC)

Physical Layer

Figure 2.2: Protocol Stack of a Sensor Node

According to Akyildiz et al. the sensor network protocol stack is much like the traditional

protocol stack, with the following layers: application, transport, network, data link, and physical

[3].

Physical Layer:

The physical layer is responsible for frequency selection, carrier frequency generation, signal

detection, modulation and data encryption.

User Defined

ZigBee  Alliance

IEEE 802.15.4
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Data Link Layer:

The data link layer is responsible for multiplexing data streams, data frame detection, medium

access and error control. It ensures reliable point-to-point and point-to-multipoint connections in

a communication network.

Network Layer:

The network layer takes care of routing the data supplied by the transport layer.

Transport Layer:

The transportation layer helps to maintain the data flow and may be important if WSNs are

planned to be accessed through the Internet or other external networks.

Application Layer:

Depending on the sensing tasks, different types of application software can be set up and

executed at the application layer.

IEEE 802.15.4 [65] and ZigBee [69] are among the pre-dominant standards and specifications

for wireless sensor networks. IEEE 802.15.4 standard specifies the physical and Medium Access

Control (MAC) layers for low-rate, low-power and flexible wireless personal area networks

(WPANs). Main features of IEEE 802.15.4 standard are given below:

• Data rates of 250 kbps, 40 kbps and 20 kbps

• Two addressing modes: 16-bit short and 64-bit IEEE addressing

• Support for latency critical devices, such as joysticks

• CSMA-CA channel access
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• Automatic network establishment by the coordinator

• Fully handshake protocol for transfer reliability

• Power management to ensure low power consumption

• 16 channels in the 2.4GHz ISM (Industrial, Scientific and Medical) band, 10

channels in the 915MHz ISM band and one channel in the 868MHz band.

ZigBee is a standard for a suite of high level communication protocols based on the IEEE

802.15.4 standard for low power and low data rate radio communications. The ZigBee

specification is maintained and published by ZigBee Alliance, which is an association of

companies working together to enable low-power, low-cost WPANs. A lot of WSNs currently

studied in the literature do not follow the IEEE standards. In particular, TDMA-based WSNs

have been reported extensively in the literature [40, 43, 50].

WSNs must also be aware of the management planes in order to function efficiently such as

mobility, power, task, quality of service (QoS) and security. Among them, the functions of task,

mobility and power management planes have been elaborated by Akyildiz et al.[3]. The power

management plane is responsible for minimizing power consumption and may turn off the

functionality in order to preserve energy. Most of the wireless sensor nodes have limited battery

life and restoring batteries on these nodes is sometime almost impossible. Therefore, the lifetime

of a sensor node can be the lifetime of a battery. Many protocols and algorithms deployed in

WSNs are based on energy efficient and aware [7, 12, 16]. The mobility management plane

detects and registers movement of nodes so a data route to the sink is always maintained. The

task management plane balances and schedules the sensing tasks assigned to sensing field.

Therefore, only the necessary nodes are assigned with sensing tasks and the remainder are able to
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focus on routing and data aggregation. QoS management in WSNs can be very important if there

is a real-time requirement for the data services [18]. Security management is the process of

managing, monitoring, and controlling the security related behaviour of a network. The primary

function of security management is to control access points for critical or sensitive data. Security

management also includes the seamless integration of different security function modules

including encryption, authentication and intrusion detection. It is obvious that networking

protocols developed for WSNs must address all of these management planes.

2.1.4 Network Topology

The design, development and deployment of wireless sensor networks have taken the traditional

network topologies in new directions [12, 20, 55]. ZigBee Alliance defines three network

topologies at the top of IEEE 802.15.4 physical and MAC layers that are mesh, star and the

cluster-tree topology. Figure 2.3 shows different topologies for a WSN.

In a mesh topology, some of the nodes are connected with more than one adjacent node in the

network, and packets determine their path to the destinations according to the routing algorithm.

Mesh networks allow data to “hop” from node to node that enables the network to be self-

healing. Each node is then able to communicate with each other as data is routed from node to

node until it reaches the desired destination. This type of network is one of the most complex

networks having a significant cost to deploy properly. Due to its cost and complexity, the mesh

topology is usually used for networks with a small number of nodes.
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Figure 2.3: Sensor Network Topology

Star networks are connected to a centralized communications hub. Each node cannot

communicate directly with one another and all communications is routed through the centralized

hub. Each node is then a “client” while the central hub is the “server”. The star topology is easy

to design and implement. The failure of each device or connection does not affect the entire

network as long as the central nodes function properly.

The cluster-tree topology can be considered that integrates several small star topology networks

together. The cluster-tree networks use a central hub (a Root node) as the main communications

router.

The topology of a WSN affects many network features and qualities such as capacity, latency

and scalability. Both the star and cluster-tree topologies can use beacon frames to synchronize
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Star networks are connected to a centralized communications hub. Each node cannot

communicate directly with one another and all communications is routed through the centralized

hub. Each node is then a “client” while the central hub is the “server”. The star topology is easy

to design and implement. The failure of each device or connection does not affect the entire

network as long as the central nodes function properly.

The cluster-tree topology can be considered that integrates several small star topology networks

together. The cluster-tree networks use a central hub (a Root node) as the main communications

router.

The topology of a WSN affects many network features and qualities such as capacity, latency

and scalability. Both the star and cluster-tree topologies can use beacon frames to synchronize
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the sensor devices to their parent node, and thus minimize power consumption of the devices

with intermittent operations.

2.1.5 Applications of WSN

The sensing element embedded in the sensor node can detect ambient conditions such as sound,

light, temperature, smell, vibration, etc. Then it transforms the sensed condition into electric

signals. By analyzing the signals, one can extract useful information of the location where event

happened under the collaborative effort of sensors. The development of wireless sensor networks

was motivated by military applications such as battlefield surveillance. Today these networks are

used in many industrial and consumer applications such as industrial process monitoring and

control, machine health monitoring, and so on. With the advances in processor, memory and

wireless communication, WSN has emerged as a promising technology to help human perform

many tasks such as environment and habitat monitoring, health-care application, traffic control

or wild ecological survey. The application and challenges of WSN are discussed in details

elsewhere [1, 3, 17, 49]. Figure 2.4 shows some of the promising applications of WSN.
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Figure 2.4: Typical Applications of WSN

2.2 Security Challenges in WSN

Resource constrained WSN nodes have limited processing capability, very low storage capacity

and the network has a limited communication bandwidth. Due to these constraints, it is difficult

to directly employ the conventional security mechanisms in WSNs. The security challenges of

WSN are summarized as follows:

i) Minimizing resources and maximizing security

Energy is the biggest constraint for a WSN. It is used for sensing, communication and

computation purposes. Communication is more costly than computation in WSNs. Higher

security levels in WSN usually correspond to more energy consumption for cryptographic

functions.
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ii) Memory limitation

A sensor node has a small storage space for storing application programs, sensor data and

intermediate results of computations. There is usually not enough space to run complicated

algorithms after loading the OS and application code. Therefore, the security algorithm

must have low computation and memory requirement.

iii) Unreliable communication

The broadcast nature of communication in WSN makes the communication unreliable.

Packets may get damaged due to channel errors or, congestion in nodes. Sophisticated error

handling in wireless communication means increased overhead.

iv) High communication latency

In a wireless sensor network, routing, network congestion and processing in the

intermediate nodes may lead to higher latency in packet transmission. Achieving network

synchronization becomes very difficult in such a network.

v) Unattended operation of network

Sensor network is deployed in an open, hostile and dynamic environment, which renders

more link attacks ranging from passive eavesdropping to active interfering. This makes

security in WSNs a particularly difficult task.

vi) Self-organization

The dynamic network topology and node mobility makes the security more complex.
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2.3 Attacks in WSN

Wireless Sensor networks are vulnerable to security attacks because they are placed in a hostile

environment where the nodes are not physically protected. Due to the broadcast nature of

transmission, the nodes can have additional security threat. The small sensor nodes in a WSN are

susceptible to many kinds of attacks. Various classifications of these attacks are discussed in the

literatures [19, 42].

i) Attack based on the network environment

Depending on the location of attacker in a network, the attacks can be classified into two

categories:

 External Attack

The attacker node is not an authorized participant of the sensor network. An outside

attacker has no access to encrypted communication in a sensor network. External attack

is further classified into two categories:

a) Active

The unauthorized attacker monitors, listens to the communication and disrupts

network functionality by modifying the data stream. Some well-known active

attacks are Routing Attacks [9, 14, 22], Denial of Service attacks [38], physical

attack [4, 44], node outage attack [31], message corruption attack [34], jamming

attack [9, 56], power exhaustion attack[22], Injecting faulty data into the WSN

[31], Impersonating [41, 58], etc.

b) Passive
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A passive attack involves unauthorized monitoring and listening to the

communication message of the network. Eavesdropping [41, 51] and traffic

pattern analysis [61] are passive type of attacks.

 Internal Attack

The legitimate user can share his/her user ID and password to another user or the

attacker has the access to the verifier table in the gateway node of the network. Inside

attacks are much harder to detect and defend against. Unauthorized login or multiple

login with same user ID are some of the internal attacks of a WSN.

ii) Attack based on protocol layers

 Physical layer

WSNs are vulnerable against different physical attacks, such as jamming [56] and device

tampering. Attackers can gain full access to the sensor nodes, extract and reveal sensitive

information or launch DoS attacks against the WSN.

 Medium Access Control

The MAC protocol is responsible for managing the radio of a sensor node which is the

main source of power consumption. The malicious collision attack [34, 58], unintelligent

replay attack [22], unauthenticated broadcast attack [22], exhaustion attack [22] and

intelligent jamming attack [22] are main MAC layer attacks.

 Network layer

By attacking network layer, attackers can absorb network traffic, inject traffic into the

path between the source and destination, and thus control the network traffic flow.
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Manipulating routing information [4], selective forwarding attack [22], Sybil attack [33],

sinkhole (blackhole) attack [61], wormhole attack [4], hello flood attack [4], etc. are

known network layer attacks.

 Transport Layer

Similar to TCP protocols in the Internet, the WSN node is vulnerable to the classic SYN

(synchronize) flooding attack or session hijacking attacks [29, 30, 57].

 Application Layer

The application layer communication is most vulnerable in terms of security compared to

other layers because the information an attacker seeks, ultimately resides within the

application. Malicious code attacks [29] and repudiation attacks [4] are some of the

known application layer attacks.

2.4 Authentication

Authentication is the ability to identify a system or a network user through the validation of a set

of assigned credentials. In the context of WSNs, an authentication can be composed of three

branches: Data authentication, Node authentication and User authentication.

2.4.1 Data authentication

In a wireless sensor network, an adversary can easily inject messages. The receiver needs to

make sure that the data used in any decision-making process originates from the legitimate

source. Data authentication prevents unauthorized parties from participating in the network and

legitimate entities should be able to detect messages from unauthorized entities and reject them.

Measures for protecting integrity are considered necessary to detect message alteration and to
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reject injected message. In the symmetric key cryptography, MACs are used to provide

authentication. The sender and the receiver share a secret key to compute a message

authentication code (MAC) of all communicated data. When a message with a correct MAC

arrives, the receiver knows that it must have been sent by the original sender. In the public key

cryptography, digital signatures are used to seal a message as a way of authentication. A digital

signature is a mathematical scheme for demonstrating the authenticity of a digital message or a

document. A valid digital signature gives a recipient reason to believe that the message was

created by a known sender, and that it was not altered in transit. Digital signature involves much

more computation overhead in signing, decrypting, verifying and encrypting operations than

techniques used in symmetric cryptography.

2.4.2 Node Authentication

Authentication is necessary not only to data exchange processes but also to network

administrative tasks in WSNs like the addition of new node to the networks. Several researchers

have focused on node authentication before the nodes join the WSN such as protocol described

by Manivannan et al. [27]. This protocol is based on congruence equations and number theory

concepts to achieve secure authentication among nodes in WSNs. Most research projects on the

node authentication and key distribution assume WSN as a static environment. Therefore, they

only focus on the efficient initial authentication and key setup. However, considering the

mobility of the nodes in WSN, other schemes have been proposed to take into consideration the

mobility of nodes such as scheme presented by Han et al. [13]. The distributed node

authentication (DNA) scheme uses geographic location and trust relationship among

neighbouring sensor nodes to authenticate the identity of sensor nodes [59].
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2.4.3 User authentication

User authentication is a mean of identifying the user and verifying that the user is allowed to

access some restricted services [64]. User authentication means establishing a relation between

the user and some identity. An identity is the individuality property of a user which ideally

cannot be forged or copied. In practice, identities are implemented by items which users know

(passwords), possess (secret keys or security tokens) or properties which they have (biometrics).

In WSN, access to the collected data will in general not be free since deployment of WSNs

induces some costs of deployment. This means that the deployment agencies will make the

sensed data available only to certain people, usually those who pay for receiving the service. In

this case, a WSN must be able to distinguish legitimate users from the illegitimate ones. In

authentication, a user sends his ID (e.g., name, IP address) and proof of his identity to a sensor so

that the sensor can decide whether or not the identity is valid and in fact belongs to the user of

that name. Upon successful authentication, the sensor authorizes the user who is granted access

to the data.

2.4.4 Factors of Authentication

Existing authentication methodologies involve three basic “factors”:

 Something the user knows (e.g., password, PIN, passphrases);

 Something the user has (e.g., keys, badges, ID, tokens, ATM card, smart card); and

 Something the user is (e.g., biometric characteristic, such as DNA, fingerprints,

voice match, aura, retinal scan).
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2.5 Authentication Overview

Over the years, WSNs have attracted an increasing number of researchers due to its ubiquitous

nature, easy deployment and a wide range of applications. Some schemes are suitable for

wireless mobile devices and some for low-power devices. The IEEE 802.15.4 standard is the

most appropriate communication scheme for low power sensor networks [68]. Sastry and

Wagner observed the merits and limitations of the security aspects of IEEE 802.15.4

specification [39]. The specification allows a maximum of 255 Access Control List (ACL)

entries, where within the ACL, there is no support for group keying and pair-wise keying. The

specification suffers from IV (Initialization Vector) Management, Key management problems

and insufficient integrity protection. The IEEE 802.15.4 API indicates two clear directions: (i) to

go with the specification itself without adding more security patches, and (ii) to adopt add-on

security service on top of the API according to application’s requirement. Deploying low-power

sensor nodes in an unattended environment makes the networks vulnerable to a variety of

potential attacks, the inherent power and memory limitations of sensor nodes make conventional

security solutions infeasible.

Password-based authentication schemes are the most widely used methods for remote User

Authentication (UA). Existing schemes could be categorized into two types. One uses weak-

password approach, while the other uses strong-password approach. The weak-password

authentication approach is based on El Gamal cryptosystem [11]. The advantage of this scheme

is that the remote system does not need to keep a user ID-password table to verify the validity of

the user login. However, such a weak-password authentication approach leads to heavy

computational load on the whole system. Therefore, this scheme cannot be applied to a WSN
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environment as remote sensor nodes cannot afford to do this heavy computation. Unlike the

weak-password approach, strong-password authentication is mostly based on a one-way hash

function and exclusive-OR operations (XOR). It requires much less computation and needs only

simple operations. With this in mind, this scheme may have advantages when it is applied to a

WSN environment.

A number of researchers have focussed on the user authentication schemes suited for WSNs.

Benenson et al. introduced an n-authentication protocol in which the authentication succeeds if

the user can successfully authenticate with any subset of n-sensors [5]. They also proposed a

public key-based user authentication protocol using Elliptic Curve Cryptography (ECC) [6]. This

authentication protocol is more reliable for WSNs than TinyPK [53]. Wong et al. proposed a

strong password-based dynamic user authentication scheme [52]. It imposes light computational

load as the protocol requires only one-way Hash function and Exclusive-OR operations. Their

scheme comes with several advantages such as it allows legitimate users to query sensor data at

any of the sensor nodes in an ad hoc manner. Moreover, it requires simpler computational

operations. Tseng et al. [46] pointed out three security weaknesses of Wong et al.’s [52] scheme

and proposed an improved dynamic user authentication scheme that not only fixed the

weaknesses but also enhanced the security. Lee [26] also analyzed this scheme and proposed two

simple dynamic user authentication methods that are variants of Wong et al.’s scheme [52]. Later

on, Ko [24] pointed out some security flaws of Tseng et al.’s [46] scheme. Ko proposed a novel

dynamic user authentication scheme that inherits all the advantages of Tseng et al.’s scheme and

provides mutual authentication between the users, gateway and the sensor nodes [24]. However,

Vaidya et al. argued that most of the schemes cannot preserve user anonymity [48]. In order to

protect the real identity of the user, pseudonym can be used in WSNs. Random dynamic
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pseudonym, such as hashing-based ID random pseudonym can be the ideal solution for hiding

real identity of the user. They proposed two dynamic user authentication schemes that are

variations of the strong-password-based schemes with user privacy. These schemes use one-way

hash functions and XOR operations to achieve lower computational and communication

overheads. Furthermore, the schemes have not only user privacy but also mutual authentication.

Das presented the two-factor authentication concept for WSN to overcome many logged in users

with the same login-id threat and stolen-verifier attack in previous schemes [8]. A two-factor

authentication is a concept used to describe an authentication mechanism, where more than one

factor (e.g., password and smart card) is required to authenticate the communicating party. Khan

and Alghathbar [23] pointed out that Das’s scheme is vulnerable to offline password guessing

attack, sensor node compromising attack and GW-node by-passing attack. The scheme does not

provide mutual authentication between GW-node and sensor node. It has the security threat of

insider attack and does not have provision for changing or updating passwords of registered

users. They incorporated enhanced security patches that allow the scheme to change or update

user password, provide protection against insider attack, overcome the GW-node bypassing

attack, and provides mutual authentication between GW-node and sensor node. Vaidya et al. [47]

pointed out that several security pitfalls remain in both Das’s and Khan-Algahathbar’s schemes

and proposed an improvement that results in high level of robustness and better security. Zhou et

al. proposed a new dynamic user authentication based on nonce instead of timestamps [60].

However, in this scheme, query is directed to the gateway and it does not allow a user to login

directly to a sensor node to retrieve real time data.



27

2.6 Analysis of Past Authentication Schemes

In this section, we analyze some of the representative authentication schemes from security point

of view. These schemes have many advantages. However, we have identified a number of flaws

in each of the schemes. Identification of security weaknesses of the representative schemes has

led us to develop a more secure user authentication scheme for WSN. Table 2.1 shows the

notations used in this section.

2.6.1 Tseng et al.’s Scheme

Tseng et al. [46] identified that Wong et al.’s scheme [52] cannot protect against replay and

forgery attacks. The password could be revealed by any of the sensor nodes and the user cannot

change his/her password freely. Tseng et al. presented a modification of Wong et al.’s scheme

[52] and claimed that their scheme not only fixed the weaknesses but also enhanced the security.

Tseng et al. claimed that their scheme not only retains all advantages of Wong et al.’s

authentication scheme but also enhances its security. However, Tseng et al.’s scheme still has

several drawbacks such as Man-in-the-middle attacks, replay attack, stolen verifier attack and

forgery attack. The scheme even does not achieve mutual authentication between the gateway

and the sensor node, and between the user device and the sensor node.



28

Table 2.1: Notations Used in the Past Authentication Schemes

⊕ Bit-wise Exclusive-OR (XOR) operation

|| Bit-wise Concatenation

ACC_LOGIN Accept Login message

GW Registration Sensor Gateway

H(d) Hash function of d

N Random nonce

PW Password chosen by the user

LN Login node

Succ_Change Successful Change message

Succ_Reg Successful Registration message

t, Ti , T* Current time recorded by one of the nodes

TS Timestamp for a particular user

ΔT Time interval between sending and receiving a message

TID Temporary User ID

UD User’s device such as PDA, etc.

UID User’s identity

x Secret key known to the GW

Xs Key generated by GW and known to user and sensor node

i) Replay attack within ΔT

 The eavesdropper intercepts (UID, C, T, t) in the login phase

 The eavesdropper replays (UID, C, T, t) to GW.

 Gateway computes , A and C*=H(A⊕T*)

 As long as (T −T*) <ΔT is valid, C will be same as C* and the replay attack is

successful.
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ii) Man In The Middle Attack

 The eavesdropper intercepts (UID, A, t) and (UID, C, T, t) in the login phase.

 The eavesdropper computes C*=H (A⊕T*).

 UID, C* ,T*, t is forwarded to GW.

 Gateway computes A and C'*=H(A⊕T*).

 As long as (T −T*)<ΔT is valid, C* will be same as C'* and authentication will be

successful.

iii) Gateway bypass attack

While transmitting ACC_LOGIN from GW to LN, the eavesdropper intercepts the

message. Afterward, when a legitimate user sends login message (UID, C, T, t) to the GW,

the eavesdropper can block ACC_LOGIN message by jamming attack and replay

previously intercepted ACC_LOGIN message to the legitimate LN as pretending legal GW.

Since LN does not check the correctness, it will also send ACC_LOGIN to UD. UD will

accept ACC_LOGIN as it also does not check the correctness.

iv) Replay attacks on ACC_LOGIN message from LN to UD

While transmitting ACC_LOGIN from LN to UD, the eavesdropper intercepts the message.

The eavesdropper can replay this message any time to a legitimate UD as pretending legal

LN. Since UD does not check the correctness, it will accept ACC_LOGIN.

v) Node capture attack
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The adversary first pretends to be a legitimate LN, allowing any users to send query to her.

After receiving login message from the UD, the LN computes the computes C=H(A⊕T) as

the legitimate SN does and sends (UID, C, T, t) to the GW. Consequently, the checking

process in the GW will be passed and the GW does not notice that the message is sent from

the adversary. Then, the GW sends ACC_LOGIN message to the adversary, and the

adversary sends ACC_LOGIN message to the UD, allowing UD to access the bogus sensor

readings.

vi) No mutual authentication

Tseng et al.’s scheme does not achieve mutual authentication between the GW and LN.

Therefore, the adversary can replay ACC_LOGIN message between GW and LN.

Likewise, the scheme does not provide mutual authentication between the UD and the LN,

which makes the scheme vulnerable to replay attack between LN and UD.

vii) Multiple Login with same ID

The scheme suffers from multiple login with same login ID threats. The legitimate user can

disclose his user ID and password to an unauthorized user in the network. Since the GW

does not have any protection against the multiple login using same user ID and password,

the login will be successful.

viii) Time synchronization

The security of the scheme relies on strict time synchronization in the network. However,

achieving time synchronization is a difficult task in an ad-hoc WSN network.
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2.6.2 Ko’s Scheme

Ko [24] proposed an improved scheme by modifying the Tseng et al.’s technique. In addition to

all the advantages of Tseng et al.’s method, Ko’s novel scheme provides additional security

strength. However Ko’s scheme suffers from multiple login attack with same ID and stolen

verifier attack. The scheme has a heavy computational overhead for the sensor node and makes

the scheme practically infeasible.

i) Multiple login attack with same ID

 The legitimate user uses (UID, A, t1) to login the sensor node.

 The legitimate user shares his UID and password with a user who is not registered to

GW.

 The unauthorized user uses (UID, A, t2) to login the sensor node.

 UID is registered in the GW but (UID, t2) is not in the database. So, the login by the

unauthorized user will be successful and the scheme suffers from multiple login

attack with same login ID threat.

ii) Stolen verifier attack with node capture attacks

 A mercenary breaks LN to get (UID, N, TS).

 The mercenary steals h(PW) for UID from GW.

 Computes h(x⊕UID)=N⊕h(PW).

 During the password change phase, h(PW) is changed to h(PW1) for UID.

 The mercenary again breaks LN to get (UID, N´, TS´).

 Compute h(PW´)=N´⊕h(x⊕UID).
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 Since the new password and legitimate UID is known, it can generate

Ae=h(h(PW´)⊕t1e).

 The mercenary sends login message (UID, Ae , t1e) to LN.

 As long as validity of message is within allowed time interval, this kind of attack

will be successful.

iii) Time synchronization

The successful communication flow of Ko’s scheme depends on strict network

synchronization. Without network synchronization, even the login attempt by the legitimate

user fails. However achieving network synchronization in a dynamic network is a very

difficult task and requires a large network overhead.

iv) Computational cost on Sensor node

The scheme uses too many bit wise XOR and Hash operations in sensor node. This

produces a computational burden on the resource constrained sensor node.

2.6.3 Vaidya et al.’s Authentication Methodology

Vaidya et al. argued that most of the representative schemes cannot preserve user anonymity

[48]. In order to protect the real identity of the user, pseudonym can be used in WSNs. Random

dynamic pseudonym, such as hashing-based ID random pseudonym can be the ideal solution for

hiding real identity of the user. They proposed two dynamic user authentication schemes that are

variations of the strong-password-based schemes. As compared to their first scheme, the second
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scheme has advantage of providing resistance to the attack of an intruder impersonating the GW

to grant access right to illegitimate users. The schemes are composed of four phases: the

registration phase, the login phase, the authentication phase, and the password change phase.

Although Vaidya et al.’s scheme [48] provides user privacy, mutual authentication and light

computation cost, it suffers from replay attack, node compromise attack, gateway bypass attack

and multiple login with same ID threat. The scheme does not provide mutual authentication

between UD and GW.

i) Replay attack within ΔT interval:

An adversary can cheat the login node to send the Acc_Login message to user by replaying

and blocking some messages.

 The adversary eavesdrop the login message (TID, A, t) in step L2 and (Acc_Login,

VM, T1) in step A2.

 Replays the message (TID, A, t) to login node within time interval ΔT. LN checks

that TID is a valid user.

 The adversary blocks the message that is sent from the SN to the GW in step L4

preventing the GW from receiving this message.

 The adversary replays (Acc_Login, VM, T1) message in step A2 to the SN.

 LN receives message at T2 and computes V'M

 If T2-T1 ≤ ΔT, LN computes that VM = V'M

 The LN sends Acc_Login message to the adversary, allowing adversary to access its

data. Therefore, scheme is vulnerable to replay attack within ΔT interval.
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ii) Gateway bypass attack due to node capture attack

Typically, WSN are deployed in an unattended and hostile environment. One could easily

capture a node and try to collect some secret information from it about the network.

Implementation of one-time sensors can prevent this attack, but it is limited to some

applications such as fire alarm, where confidentiality of the transmitted data is not required

or important. When confidentiality of data is a concern, it is a difficult task to prevent this

attack if sensor nodes are not tamper-proof and the environment is unattended. The GW-

node, however, can monitor periodically whether any node is captured or not. If user

authentication and data access from node are allowed to the user directly without GW

node’s notice then the impact of “node compromise” attack is very high. Vaidya et al.’s

scheme [48] suffers from node compromise attack in the following way:

 Assume that UDi sends the login message (TID, A, t) to the captured login node.

 The adversary knows (TID, X, TS)

 Adversary computes the following:

Compute V'M = H(X||A||T1e)

Compute YK = H(V'M ||T2e)

 Adversary sends (Acc_login, YK, T1e, T2e ) to UD

 UDi computes the following:

Compute V"M=H(X||A||T1e)

Compute Y'K=H(V"M || T2e)

 UDi verifies that YK =Y'K

 UDi login to the compromised node and receives fake data.
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iii) Many logged in user with same ID threat

The scheme is vulnerable to many logged in users with the same login-id threat. If a valid

user shares his TID and password with second user, then the second user can generate the

login message (TID, A, tm) and sends to login node. Login node sends (TID, CK, T0, tm) to

GW. The GW checks that TID is a valid user and (TID, tm ) are not in the database. So the

gateway will allow the login.

iv) No mutual authentication between UDi and GW

The scheme can provide mutual authentication between GW and LN. The LN gives CK and

the GW gives X during login phase and during registration phase, respectively. Therefore,

LN and the GW can use X and CK, respectively, to realize mutual authentication. UDi is

authenticated to LN and GW by TID and A. LN uses X to authenticate itself to the UDi.

However, GW is not authenticated to UDi . As a result GW bypass attack becomes possible

in Vaidya et al.’s scheme.

v) Stolen verifier attack:

The server stores verifiers of users' passwords instead of the clear text of pass-words. In the

stolen-verifier attack, the adversary who has stolen the password-verifier from the server

uses it directly to masquerade as a legitimate user. The scheme suffers from stolen-verifier

attack in the following way:

 Steal vpw and TID from GW.

 Compute A=H(vpw||t).
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 Send TID, A, t as login message to LN as pretending legal UD and the attack will be

successful.

2.7 Conclusion

In this chapter we have presented various challenges and different types of attacks in WSN. An

inside view of the requirements of authentication in context of WSN is provided. The chapter

elaborates the need for a robust user authentication scheme. A detail discussion of related

research works has been provided and finally we have provided a detail cryptographic analysis of

some of the representative schemes. In the next chapter we will propose a robust user

authentication scheme.
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Chapter 3: Proposed Authentication Scheme

3.1 Introduction:

In most of the applications, nodes in a wireless sensor network (WSN) are deployed in an open

and hostile environment. The random deployment and unattended nature make the WSN prone to

attack by adversaries. Therefore, the need of ensuring security while communicating in the

presence of such attacks is of utmost importance. However, traditional security measures

designed for the resource-rich networks such as LAN, WAN, MAN etc. are not suitable for a

resource-constrained WSN network. These constraints arise out of limitation in computational

power of the nodes, limitation in communication over the open medium and limitation in

deployment strategies. In the presence of such limitations, it becomes mandatory to devise

lightweight security solutions for wireless sensor networks (WSNs). In this chapter, we provide a

detail description of the security goal and model of an authentication scheme. Our proposed

authentication scheme is also described in this chapter.

3.2 Security Goals

Wireless sensor networks are vulnerable to many attacks due to the broadcast nature of

transmission medium, resource limitation of sensor nodes and uncontrolled environments where

they are left unattended. When dealing with security in WSNs, we mainly focus on the problem

of achieving the following contributions or services [28].

 Confidentiality: Confidentiality is the ability to conceal messages from a passive attacker so

that any message communicated via the sensor network remains confidential. Confidentiality
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or secrecy protects secret data and makes information inaccessible to unauthorized users or

entities. In many applications, sensor nodes accommodate and communicate highly sensitive

data. Especially, in military applications the data stored in the sensor node may be highly

sensitive. A sensor network must not leak sensitive sensor data to its neighbours. This is the

most important issue in network security.

 Availability: Availability ensures the survivability of network services to authorized parties

when needed despite denial-of-service attacks. Availability determines whether a node has

the ability to use the resources and whether the network is available for the messages to

communicate. However, failure of the base station’s availability will eventually threaten the

entire sensor network. Therefore, availability is of primary importance for maintaining an

operational network.

 Integrity: Integrity measures ensure that the received message has not been altered in transit

by malicious nodes or adversaries. Data integrity in sensor networks is needed to ensure the

reliability of data and refers to the ability to confirm that a message has not been tampered

with, altered or changed. Even if the network has confidentiality measures, there is still a

possibility that the data integrity has been compromised by alterations. The integrity of the

network will be in trouble when a malicious node present in the network injects the false

data.

 Authentication: Authentication enables a node to ensure the identity of the peer node with

which it is communicating. Data authentication verifies the identity of the senders and

receivers. It is achieved through symmetric or asymmetric mechanisms where sending and

receiving nodes share secret keys. Due to the wireless nature of the media and unattended

sensor networks, it is extremely challenging to ensure authentication.
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 Authorization: Authorization ensures that only authorized nodes can access the network

services or resources and only the authorized entities are able to perform certain operations in

the network (e.g. information providing, system controlling, etc.).

 Freshness: Data freshness implies that each data is recent, and it ensures that no adversary

will replay old messages. Since all sensor nodes provide some forms of time varying

measurements, we must ensure each message is fresh. To solve this problem a nonce, or

another time related counter, can be added into the packet to ensure data freshness.

 Scalability: The sensor nodes are becoming cheaper day by day. The scalability ensures that

message can be conveyed to the network entities with the desired fidelity as the number of

nodes grows without bound.

 Efficiency: The main network entities i.e. sensor nodes are constrained in terms of

computational capabilities, memory, communication bandwidth and battery power. As a

result, it is challenging to implement and use the cryptographic algorithms and protocols

required for security services. The storage requirement, computation and communication

limitations on sensor nodes must be taken into consideration while designing a scheme for

the network. Therefore, the size for all the security related code must also be concise and

small.

 Privacy and Anonymity: These security properties are very important in those cases where

the location and identity of the base station or the sensor nodes providing information data is

hidden or protected. For example, any network that monitors endangered species should

provide no clues on their physical location. This property can transcend beyond the

technological dimensions and affect their social environment as sensor networks could be

used as a surveillance tool to collect data about the behaviour of human beings.
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3.3 Security model

Defining a security model requires the security requirements and the threat model. The security

requirements identify the properties that have to be enforced in the scheme. The threat model

formulates the hypothesis regarding the attacker’s capabilities and its possible behaviour.

3.3.1 Security requirements

In designing our user authentication scheme, we focus on enforcing two fundamental security

properties. Those are:

i) Confidentiality of message, and

ii) Mutual authentication among communicating entities.

Base stations in WSNs are usually regarded as trustworthy. Most research studies focus on

secure routing between the sensor nodes and the base station. We assume that messages are

encrypted using symmetric key algorithms and consequently, the confidentiality of messages

translates into confidentiality of the secret keys. Moreover, the main requirement of our

authentication scheme requires that the algorithms and protocols should be adaptive. In other

words, the security level guaranteed within the system should be dynamically and efficiently

tuneable in order to meet the dynamic security requirements. This is particularly important in

WSNs, since higher security generally means higher energy consumption. It is therefore

desirable to select the level of security on the basis of actual current threat and the sensitivity of

information in the network.
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3.3.2 Threat model

A distinguishing feature of WSNs is that sensors may be unattended. A common assumption is

that the attacker is compliant with the Dolev-Yao model [10]. It means that the attacker can

perform the following actions:

i) Intercept and learn any message;

ii) Introduce forged messages into the system using all the available information; and

iii) The attacker can capture a sensor; and

iv) Once a node is compromised, the attacker is capable of stealing the key materials

contained within that node.

To cope with the latter action, it could be possible to assume that sensors are tamper-proof as

discussed by Anderson et al. and Xu et al.[4, 35]. However, a very large number of sensors can

be built only if sensors are low-cost devices that make it difficult for manufacturers to make

them tamper-proof. Therefore, we will assume that sensors do not have tamper-proof

components and that they can be captured.

3.4 Network Set-up

The proposed authentication scheme assumes the WSN setup as given in Figure 3.1. The

randomly distributed sensor nodes sense the environment and communicate the information

gathered from the monitored field through wireless links. For the simplicity of our scheme, we

have combined the gateway and base station into one entity and named as gateway. The gateway

is responsible for communication with other networks. The base station is the master radio in the

wireless sensor network and serves as the interface between the gateway and the wireless
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sensors. It holds information for the routes to all the sensors in the network and is responsible for

polling the sensors. The data in the sensor node is forwarded via multiple hops to the gateway

that can use it locally or communicate it to other networks. The base station communicates with

all of the wireless sensors in the network. Any sensor can serve as an RF repeater to

communicate with other wireless sensors. The nodes can be stationary or moving. Authorized

users can access the WSN anywhere in the network using mobile devices. The mobile device is

assumed to have the ability to communicate with any sensor node, SN.

Figure 3.1: Network Setup for the Proposed Authentication Scheme

User

Sensor Node

Gateway Node
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3.5 Notations

The notations used in this thesis to present our user authentication scheme are given in Table 3.1.

Table 3.1: Notations Used in the Proposed Scheme⊕ Bit-wise Exclusive-OR (XOR) operation

|| Bit-wise Concatenation

A Access request message computed by UD

ACC_LOGIN Accept Login message

Ck, C'k Confirmation request message in SN and GW respectively

GW Registration Sensor Gateway

H(d) Hash function of d

N Random nonce

PW Password chosen by the user

LN Login node

Succ_Change Successful Change message

Succ_Reg Successful Registration message

t, Ti , T* Current time recorded by one of the nodes

TS Timestamp for a particular user

ΔT Time interval between sending and receiving a message

TID Temporary User ID

UD User’s device such as PDA, etc.

UID User’s identity

vpw Virtual password (SHA-4 of user password)

VM, V'M Validation message computed by GW and LN

xs Secret key known to the GW

Xs Key generated by GW and known to user and sensor node

YK, Y'K Authentication message computed by LN and UD
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3.6 Assumptions

We assume the following working hypothesis:

 The cryptographic primitives that are employed in our scheme are computationally

secure.

 The algorithms, protocols and mechanisms that are employed to secure the WSN are

publicly known. Only keys in the sensors and gateway are secrets.

 The users can access the network using some type of mobile device that includes a

ZigBee interface.

 The users are mobile, but during a particular querying process they have to remain in

place.

 The communication between UD and GW is secure.

 The verifier table stored in GW is secure.

 The hash algorithm is either pre-deployed or the participating nodes agree on hash

algorithm during communication.

3.7 Phases of the Proposed Scheme

The proposed scheme is a variant of the strong password-based authentication method. Our

scheme is composed of four phases: the registration, login, authentication and the password

change phase. Although authentication is a continuation of login phase, we define it separately to

emphasise its importance. Before issuing any queries, a user must register with a name and a

password at the gateway (GW) node. Upon successful registration, the user can submit a query to

a sensor node (SN) any time within a predefined or administrative configurable period. The
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allocation of the secret key to user and sensor node is dynamic and performed during the

registration phase. Every time a user registers with the GW node, the key is refreshed. A flag is

maintained for each user in the GW to prevent multiple login.

3.7.1 Registration Phase

There are seven steps of the registration phase R1-R7 as given below:

R1: A registration interface is launched by a user’s mobile device (UD), and a user inputs

his/her ID (UID) and a chosen password PW. Although we assume that the connection between

the UD and GW is secure, it is not feasible to send the user password to GW in plain text to

avoid stolen verifier attack. Therefore, the user computes the Hash of PW and 512 bit output is

stored as vpw.

UD: Compute vpw=H(PW).

R2: UD submits its identity UID and vpw to GW node in a secure way.

UD⇒GW: UID, vpw

R3: The GW node has the pre-installed secret key xs stored in it and only an authorized system

administrator has the permission to access the GW data. The GW generates a random nonce N0

and computes TID and Xs. Every time a user registers to GW, a fresh nonce ensures a fresh

Temporary ID (TID). The secret key Xs computed by GW is also refreshed. Then GW stores

(TID, vpw, Xs and TS) in the user database. TS represents the timestamp that the gateway

recorded when a user was doing the registration. A one bit flag is associated with each TID to

keep the track of login. The flag value for the user is set to zero.
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GW: Compute g = H(UID)

Compute TID = g⊕N0

Compute = H(TID||xs)

Store TID, vpw, Xs , TS

R4: GW replies the user for a successful registration with N0 and Xs.

GW⇒UD: Succ_Reg(N0, Xs)

R5: Upon receiving N0 and Xs from GW, UD computes TID and stores TID and Xs for future

use.

UD: Compute g=H(UID)

Compute TID=g⊕N0

Store TID, Xs

R6: GW distributes (TID, Xs , TS) to those sensor nodes that are able to provide login interface

to the user.

GW⇒SNs: TID, Xs , TS

R7: A small database is maintained in the sensor node to store (TID, Xs, TS) for the user.

SN: Store TID, Xs, TS

The overall communication flow of the registration phase is shown in figure 3.2.
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Figure 3.2: Communication Flow of Registration Phase

3.7.2 Login Phase

If the user wants to do some queries of sensory information, he/she needs to login to a dedicated

sensor node. The main steps of login phase are as follows:

L1: At time t, the user initiates the login phase and computes Access request message A, which

is the hash of vpw in concatenation with time t. The bitwise concatenation provides data

freshness, prevents replay attack and provides mutual authentication between user and the

gateway.

UD: Compute A=H(vpw||t)

L2: The user submits (TID, A, t) to a sensor node.

UD⇒SN: TID, A, t

TID, Xs , TS

UD GW SN

UID,vpw
g = H(UID)

TID = g⊕N0
Xs= H(TID||xs)Succ_Reg(N0,Xs)

TID, Xs TID, vpw, Xs, TS TID, Xs , TS

g =H(UID)
TID=g⊕ N0

vpw=H(PW)



48

L3: Upon receiving the login request at time T0, the sensor node checks its database to verify

the validity of TID. If TID is not valid, the login request is rejected. Otherwise, the sensor node

retrieves the corresponding value of A and computes Ck as follows:

SN: Check TID

Compute Ck=H(Xs⊕A⊕T0)

L4: Sensor node sends (TID, Ck, T0, t) to the GW.

SN⇒GW: TID, Ck, T0, t

The communication flow of the login phase is shown in figure 3.3.

Figure 3.3: Communication Flow of Login Phase

UD GW SN

A=H(vpw||t)

Check TID
Ck=H(Xs⊕A⊕T0)

TID, Ck , T0, t
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3.7.3 Authentication Phase

At time T1, GW receives (TID, Ck, T0 and t) from the sensor node. The steps of the

authentication phase (A1 - A5) are as following:

A1: GW checks the database whether TID is a valid user or not. If TID is not valid then login is

declined. Otherwise, GW checks whether time t is recorded in the database. If t is already

recorded, login is rejected to prevent a replay attack. If not, GW checks the flag associated with

the TID. If the flag is set, login is rejected due to multiple login attempts. Otherwise, GW

retrieves vpw from the database and computes A' and C'k. GW verifies (Ck = C'k) to

authenticate the sensor node and the user. Otherwise, a reject message is sent to the sensor

node. GW computes Vs and Vu. Time t is recorded in the database, and the flag associated with

the TID is set to one.

GW: Check TID, t, flag

Compute A'=H(vpw||t)

Compute C'k=H(Xs⊕A'⊕T0)

Verify Ck = C'k

Compute Vs=H(Xs||A'||T0||T1) and Vu= H(vpw||A')

Store time t

A2: GW sends the accept message (Acc_Login,Vs, Vu, T1) to the sensor node.

GW⇒SN: Acc_Login,Vs, Vu, T1

A3: At time T2, the sensor node receives message from the GW, computes V's and verifies

(Vs=V's) to authenticate the GW node and the user.  Sensor node then computes

Yu=H(Vu||Xs||T2).
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Compute V's=H(Xs||A||T0||T1)

Verify Vs=V's

Compute Yu=H(Vu||Xs||T2)

A4: The sensor node sends (Acc_Login, Yu, T2) to the UD.

SN⇒UD: Acc_login, Yu, T2

A5: Upon receiving the message at time T3, the user device retrieves the corresponding A,

performs V'u=H(vpw||A) and Y'u=H(V'u||Xs||T2), and checks if Yu=Y'u. If it is true, sensor node

and GW node is authenticated and UD starts obtaining data. Otherwise, Acc_login message is

rejected.

Compute V'u=H(vpw||A)

Compute Y'u=H(V'u||Xs||T2)

Verify Yu=Y'u

The communication flow of the authentication phase is shown in Figure 3.4.
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Figure 3.4: Communication Flow of Authentication Phase

3.7.4 Password change phase

The main steps of password change phase (P1 – P7) are as follows:

P1: UD chooses the new password PW1and computes vpw1which is the hash of PW1.

UD: Compute vpw1=H(PW1)

P2: UD sends the triplet (TID, vpw, vpw1) to GW via a secure channel.

UD⇒GW: TID, vpw, vpw1

P3: After verification of TID and vpw, GW generates nonce N1and computes TID1, X1s and

TID′1 as shown below.  GW updates TID, vpw, Xs and TS.

UD GW SN

Acc_Login, Vs , Vu, T1

Acc_Login, Yu , T2

V'u=H(vpw||A)
Y'u=H(V'u || Xs || T2)

Verify Yu = Y'u

V's=H(Xs ||A||T0||T1)
Verify Vs = Vs

Yu= H(Vu || Xs ||T2)

Check TID, t, flag
A´=H(vpw||t)

C'k=H(Xs⊕ A´⊕T0)
Verify Ck=C'k

Vs=H(Xs || A´||T0||T1);Vu = H(vpw|| A´)

Store t
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GW: Generate N1

Compute TID1=g⊕N1

Compute X1s= H(TID1||xs)

Compute TID'1=TID1⊕Xs

Update TID, vpw Xs, TS

P4: GW sends success change, Succ_Change (N1, X1s) to the UD.

GW⇒UD: Succ_Change(N1, X1s )

P5: UD computes TID1 and updates TID and Xs.

UD: Compute g=H(UID)

Compute TID1=g⊕N1

Update TID, Xs

P6: The GW distributes (TID, TID′1, X1s, TS1) to all the sensor nodes.

GW⇒SNs: TID, TID′1, X1s, TS1

P7: Upon receiving updates, sensor node checks TID and computes TID1. Sensor node updates

TID, Xs and TS.

Verify TID

SN: Obtain TID1=TID′1⊕Xs

Update TID, Xs, TS

The communication flow of the password change phase is shown in Figure 3.5.
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Figure 3.5: Communication Flow of Password Change Phase

3.8 Conclusion

In this chapter we have discussed the general security goal of an authentication scheme and

then the security model of our proposed scheme is presented. In the security model, we have

pointed out the security requirement for the proposed scheme. The threat model elaborates the

capability of an attacker. While developing the scheme, we have assigned some security goals

that we want to achieve. In achieving the goals, we have made some reasonable assumptions in

our scheme. Finally, we have proposed a robust password-based user authentication scheme. In

the next chapter we analyze our scheme on the basis of security and performances.

UD GW SN

vpw=H(PW),vpw1=H(PW1)
TID, vpw,vpw1

Check TID, vpw
TID1=g⊕N1

X1s= H(TID1||xs)
TID'1= TID1⊕Xs

Update TID, vpw, Xs , TS

TID, TID'1, X1s, TS1
Succ_Change(N1, X1s)

Verify TID
TID1= TID'1⊕ Xs

Update TID, Xs , TS

g =H(UID)
TID1=g⊕N1

Update TID, Xs



54

Chapter 4: Analysis of the Proposed Scheme

4.1 Introduction

We have proposed a robust user authentication scheme for WSN in the last chapter. Our scheme

provides application layer security for WSN system. The success of the scheme depends on how

it provides effective security and meets the functional requirements. In this chapter, we present

the analysis of the proposed scheme from the perspective of security and performance.

4.2 Security Analysis

To analyze the security of our authentication method, we assume that the adversary has the

ability to replay, block or forge any network traffic. We also assume that it is computationally

infeasible to break the underlying cryptographic function (e.g. cipher). The proposed scheme has

most of the security features of different authentication schemes such as user anonymity and

resistance to password guessing, impersonation and replay attack. Moreover, our scheme

incorporates mechanism to remove the flaws identified in different representative schemes in

chapter 2.

4.2.1 Replay Attack

A replay attack is a breach of security in which information is stored without authorization and

then retransmitted to trick the receiver into unauthorized operations such as false identification,

authentication or a duplicate transaction. A message from an authorized user, who is logging into

a network, may be captured by an attacker and it is replayed next time. The messages may be
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encrypted and the attacker does not know the actual keys and passwords. However,

retransmission of a message can also be problematic in some cases. For example, retransmission

of valid logon messages is sufficient to gain access to the network. The resistance to replay of

different communication message in our proposed scheme is discussed as follows:

i) Replay attack of login message in the login step L2:

The proposed scheme can resist replay attack of login message in the login step L2 of our

scheme. Let us assume that an adversary eavesdrops the login message (TID, A, t) sent by

UDi in login step L2 and uses it to impersonate an UDi while logging into sensor node SN

in a later session. Our scheme resists the replay attack in the following two ways:

 The adversary replays the same previous message without modification of

timestamp t. However, the replay of UDi’s previous login message will be detected

by the GW since the timestamp t has already been recorded against the TID and the

login will be denied by the GW.

 The adversary can modify the message and send the triplet (TID, A, te) to the SN.

The GW node computes A′=H(vpw||te). As A′ is not the same as A=H(vpw||t), the

verification of (Ck= C′k) will fail at the GW node level and login will be denied.

ii) Replay attack of accept login message in the Authentication step A2:

The proposed scheme can resist a replay attack on the accept-login message in the

authentication step A2 in the following ways:

 While transmitting (Acc_Login,Vs ,Vu ,T1) from GW to SN, the malicious party can

intercept the message before forwarding it.



56

 In the next session, when a legitimate SN sends (TID, Ck, T0, t) to GW, the

malicious party intercepts and drops that message to replay  the captured Acc_Login

message to SN pretending itself a legal GW.

 Since A′ in Vs i.e. H(Xs|| A′||T0||T1) is different from A in V′s, the verification of

(Vs=V′s) will fail and the login will be rejected in SN.

 Alternatively, the malicious party can modify the Acc_Login message by replacing

T1 with T1e and send the message to SN. Since T1 in Vs is different from T1e in V′s,

the verification of (Vs=V′s) will fail and the login will be rejected in SN.

iii) Replay attack of accept login message in authentication step A4:

The scheme can resist the replay of accept login message in authentication step A4 in the

following way:

 While transmitting (Acc_Login, Yu, T2) from SN to UDi in the authentication step

A4, an adversary eavesdrop the message.

 In the next session, the login message (TID, A, t) from UDi can be blocked by the

adversary.

 The captured Acc_Login message is replayed to UDi pretending a message from a

legal SN.

 Since A′ in Vu i.e. H(vpw||A′)is different from A in V′u, the verification of (Yu=Y′u)

will fail and the login will be rejected in UDi.

 Alternatively, if T2 is modified with T2e then T2e in Y′u will be different from T2 in

Yu. As a result the verification of (Yu=Y′u) will fail and the login will be rejected in

UDi.
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iv) Replay attack of messages in login step L2 and authentication step A2:

The adversary eavesdrops the login message (TID, A, t) in login step L2 and (Acc_Login,

Vs,Vu,T1) in the authentication step A2.

 The adversary replays the message (TID, A, t) to the sensor node, SN. SN checks

that the TID is a valid user and computes Cke at time T0e.

 The adversary blocks the message sent from the SN to GW in the login step L4

preventing the GW from receiving this message.

 The adversary replays (Acc_Login, Vs,Vu, T1) message in the authentication step A2

to SN.

 SN receives message at T2e and computes Vs=H(Xs||A||T0||T1) that is different from

V′s=H(Xs||A′||T0e||T1) in the replayed message. In this way, the login is denied in

sensor node.

4.2.2 Forgery Attack

Forgery in wireless sensor network is the process of making, adapting, or imitating

communication messages with the intent to deceive. A forgery is essentially concerned with a

produced or altered message. In forgery attack, the attacker can use the captured message or part

of the message to compute a new message or alter part of the message to produce a new

message. The proposed scheme resists the forgery attack in two ways as given below.

i) The adversary eavesdrops or intercepts the login message (TID, Ck, T0, t) from SN to GW in

the login step L4. Then it can capture SN to get (TID, Xs, TS). However, it cannot compute

Ck since A is not known.
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ii)

 Captures SN to get (TID, Xs, TS).

 Eavesdrop the  login message (TID, A, t) from UDi to SN in the login step L2

 The adversary computes Cke=(Xs⊕A⊕Te) with timestamp Te and sends (TID, Cke,

Te, t) to GW

 Since TID and t is already recorded in the database, the login will be denied by the

GW. If t is replaced by te then te in A′ will be different from t in A. As a result, the

verification of (Ck= C′k) will fail and the login will be denied.

4.2.3 Gateway By-pass Attack

If a user is allowed to access data from sensor node directly without GW node’s notice then the

impact of “node compromise” attack is very high and the scheme is vulnerable to gateway node

bypass attack. Our scheme resists gateway bypass attack in the following way:

 Assuming UDi sends the login message (TID, A, t) in the login step L2 to the captured

sensor node.

 The adversary will know (TID, Xs, TS).

 Adversary can compute V's=H(Xs||A||T1e) in the authentication step A3 but it cannot

compute Vu since vpw is not known. In this way, the gateway bypass attack is prevented in

our proposed scheme.
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4.2.4 Many Logged-in User Threat

Password-based schemes are vulnerable to many logged-in users with the same login-id threat. If

a valid user shares his TID and password with a second user, then the second user can generate

the login message and gain access to the login node. Our scheme can resist many logged in users

with the same login-id threat as outlined below.

 Assume that a valid user generates (TID, A, t) and logs in to SN.

 GW records the time t against the TID and the flag of TID is changed from zero to one

indicating that a user with this TID has logged into the network.

 A user shares its TID and password with the second user.

 The second user generates the login message (TID, A, tm) and sends to SN.

 Sensor node sends (TID, Ck, T0, tm) to GW.

 GW checks that the TID is a valid user and tm is not recorded in the database. However,

the flag is set indicating that another user with the same TID has already been logged into

the network. GW will decline the login request.

4.2.5 Mutual Authentication

Mutual authentication is a process in which both entities in a communications link authenticate

each other. In a wireless sensor network environment, the user, gateway and sensor

nodes authenticate each other. In this way, network users can be assured that they are doing

business exclusively with the legitimate entities and gateway must be sure that all would-be users

are attempting to gain access for legitimate purposes. Mutual authentication is gaining
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acceptance as a tool that can minimize the risk of different attacks in WSN. The proposed

scheme provides mutual authentication in the following ways:

 Authentication of UDi by gateway:

The user device UDi computes A = H(vpw||t) during login step L1. In authentication step

A1, the gateway computes A'=H(vpw||t) where vpw is the hash of the password of a

legitimate user. Gateway uses A' to compute C'k. When gateway verifies Ck=C'k, it

authenticates that vpw in A = H(vpw||t) is from a legitimate user. Therefore, UDi is

authenticated by the gateway.

 Authentication of GW by UDi :

In authentication step A1, the gateway computes Vu= H(vpw||A'). In authentication step

A5, the user device computes V'u=H(vpw||A). If the UDi verifies Yu=Y'u, then Vu and V'u

must be equal. Therefore the user becomes sure that Vu is generated by a legitimate entity

and since only the gateway knows the vpw, gateway is authenticated to UDi .

 Authentication of UDi by SN :

The user sends TID to sensor node during the login step L1. The sensor node verifies TID

in the lookup table during step L3 of the login phase and authenticates the user.

 Authentication of SN by UDi:

Sensor node computes Yu=H(Vu||Xs||T2) during step A3 of the authentication phase. The

secret key Xs is only known to sensor node and the user. In step A5 of the authentication
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phase, UDi computes Y'u=H(V'u||Xs||T2) and checks if Yu=Y'u. If it is true, Xs in message Yu

is generated by a legitimate sensor node that will be authenticated to the user device UDi.

 Authentication of SN  by GW:

In login step L3, the sensor node (SN) computes Ck=H(Xs⊕A⊕T0). Here SN uses the

secret key Xs to compute Ck. In authentication step A1, the gateway computes

C'k=H(Xs⊕A'⊕T0) and gateway uses the secret key Xs stored in the database of GW

node. If GW verifies Ck=C'k, gateway confirms the identity of sensor node and SN is

authenticated by the GW.

 Authentication of GW by SN:

In authentication step A1, GW computes Vs=H(Xs||A'||T0||T1) where Xs is the secret key

stored in the database of GW. During authentication step A3, SN computes

V's=H(Xs||A||T0||T1) where Xs is the secret key stored in SN’s lookup table. If SN verifies

(Vs=V's), GW is authenticated to the SN.

4.3 Performance Analysis

Good Performance is very important for any authentication algorithm or scheme. A slow

authentication program is almost as useless as an incorrect one. The two most important metrics

that are used for evaluating performance of a scheme is the time to execute the algorithm and the

cost of the scheme in terms of memory usage. However, designing a great scheme is not just

about performance. There are a number of factors such as security, functionality, robustness,

simplicity, scalability and reliability that can be more important than performance. The
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evaluation of the performance of our scheme is presented in the next chapter. In this section we

present the analysis of our scheme on the basis of computational overhead and functional

requirements.

4.3.1 Computational Overhead

We have used computational overhead as a metric to evaluate the performance of our proposed

authentication scheme as compared to the past representative schemes [24, 46, 48]. The

comparison of the computational overhead is presented in Table 4.1.

The number of elements contained in the messages is not considered for comparison.  Tseng et

al.’s scheme has lowest computational cost [46]. However, their scheme suffers from a number

of security threats. Ko’s  algorithm [24] provides better security as compared to Tseng et al.’s

scheme at an expense of higher computational overhead. Our proposed scheme slightly adds

some computational overhead at GW than the Vaidya et al.’s scheme [48]. However, in most

WSN applications, the computational capability of the GW and the user devices are more

powerful than SN. The one-way Hash function and the XOR operation are considered

lightweight for these two devices. Therefore, the computational load increase for GW and UD is

negligible. It means that without adding any extra computational load for the SN, our proposed

scheme provides higher security than the Vaidya et al.’s method [48].
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Table 4.1: Comparison of Computational Overhead

Overhead cost (registration, login and authentication)
Scheme User Gateway Node Sensor Node Total
Tseng et

al.’s
scheme

2TH + 1TXOR
2 TH + 2TXOR +

(K+1)CMH

1 TH + 1TXOR +
1CMH

5 TH + 4TXOR +
(K+2)CMH

Ko’s
scheme

4 TH + 3TXOR
6TH + 8TXOR +

(K+1) CMH

4TH + 5TXOR +
1CMH

14TH + 16TXOR +
(K+2)CMH

Vaidya et
al.’s

scheme
5 TH + 1TXOR

5 TH + 3TXOR +
(K+1)CMH

3TH + 2TXOR +
1CMH

13TH + 6TXOR +
(K+2)CMH

Proposed
scheme

5TH + 1TXOR
6 TH + 3TXOR+

(K+1)CMH

3TH + 2TXOR +
1CMH

14TH + 6TXOR +
(K+2)CMH

4.3.2 Functional Requirements

The comparison of functional requirements between some of the past protocols and our proposed

protocol is also presented in Table 4.2.  From the comparison, one can observe that the past

schemes [24, 46, 48] do not resist multiple login and replay attack within a time interval, ΔT. On

the other hand, our proposed scheme provides better security features without adding any extra

computational overhead at the SN level.

All the currently available authentication schemes use timestamp to avoid replay attack [24, 46,

48]. However, implementation of strict time synchronization is very difficult and increases the

network overhead. If a setting of the transmission delay interval is too short, it will cause the

failure of a legal user’s login. On the other hand, setting a large transmission delay will lead to

replay attacks. Our proposed scheme inherently resists replay attack because it does not rely on

network synchronization. The authentication latency time of our scheme is low due to the fact

that the scheme does not require checking time interval ΔT in any network entity.
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Table 4.2 Comparison of Functional Requirements

Function Representative schemes
Tseng Ko Vaidya Proposed

Password changing Yes Yes Yes Yes
Mutual authentication
between GW and SN

No Yes Yes Yes

Mutual authentication
between GW and UD

No Yes Partial Yes

User anonymity No No Yes Yes
Resist replay attack within
ΔT

No No No Yes

Resist GW bypass attack No Yes No Yes
Resist multiple login No No No Yes

4.3.3 Simplicity

Developers should design for simplicity by looking for ways to break up the scheme into small

and straightforward cooperating pieces. This rule aims to discourage developers’ affection for

writing “intricate and beautiful complexities” that are in reality bug prone programs. Our

proposed scheme is simple and divided into four phases. The scheme uses simple hash and

bitwise XOR operations. The communication steps are clearly elaborated and easily readable to

the reader.

4.3.4 Robustness

Robustness describes how reliable the scheme is, especially under extreme conditions such as

extreme workload and bad or unpredictable user inputs. Ideally, our scheme never crashes no

matter what the user inputs. Even if the user enters invalid data, our scheme handles it properly.

The worse thing it can do is to terminate the program gracefully.
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4.3.5 Scalability

The scheme does not require the pre-deployment of key in any sensor node. Only the Gateway

node has the initial secret key. When a user registers with the gateway, it distributes a computed

secret key to the sensor nodes. During the expansion of network, the scheme does not require any

modification.

4.4 Conclusion

In this chapter we have discussed the security and performance analysis of our proposed scheme.

The security analysis mainly focuses on the identified security flows of some past schemes. The

performance analysis is based on functional requirement, computational cost, simplicity,

robustness and scalability of the scheme. In chapter 5 we provide the modeling and performance

evaluation of our scheme.
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Chapter 5: Protocol Modeling for Performance Evaluation

5.1 Introduction

In this chapter we elaborate the modeling of our proposed scheme in SystemC. The security

features are verified and the performance of the scheme is evaluated on the basis of execution

time and cost (storage requirement). A comparison of authentication latency and storage

requirement of some of the representative schemes are also provided in this chapter.

5.2 Protocol Architecture

We have modelled a WSN environment using SystemC [67]. The model is based on the overall

conceptual framework and our proposed security scheme. SystemC is a class library for C++ that

allows the functional modeling of embedded systems. It is a hierarchical decomposition of a

system into modules where the connectivity between those modules uses established

communication ports. SystemC schedules and synchronizes concurrent processes using events

and clock sensitivity. It also separates computation (processes) from communication (channels).

The language architecture of SystemC is shown in Figure 5.1.
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Figure 5.1: Language Architecture of SystemC

Our authentication protocol specification consists of SystemC modules communicating through

channels. Modules are the basic building blocks for partitioning the design. A module is a

structural entity, which can contain processes, ports, channels and other modules. It is the

foundation of structural hierarchy that allow designers to hide internal data representation and

algorithms from other modules. Designers are forced to use public interfaces to other modules,

thus making the entire system easier to change and maintain. Module ports are used to pass data

to and from the processes of a module. A port data type can be any C++, SystemC or user-

defined type. Channels are connected to the module ports. The module constructor SC_CTOR is

a macro that performs the initialization, registration of processes with the SystemC kernel and

provides static sensitivity. Each module contains at least one process. Processes are activated

according to a sensitivity list defined statically or dynamically.
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Modules
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The module specification has two parts: communication model and the software model. The

communication model consists of header files which contain description of SystemC modules

with emphasis on communication aspects. The most essential parts of the communication model

are given below.

 The processes located in various SystemC modules.

 Ports of each module that are used by these processes.

 Channels that connect the modules via ports.

Figure 5.2 lists the gateway module header file, gateway.h.
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Figure 5.2: A Sample Header File (gateway.h)

#include "packet.h"
#define ID_G "1"
#define Succ_Reg 200
#define Acc_login 210
#define Succ_Change 220
#define secret_x "1234567890abcdeffedcba0987654321"
#define del_T 200
#define TIMEOUT 1000
SC_MODULE(gateway) {

sc_in<packet_type>gupackin; // input port
sc_in<packet_type>glpackin; // input port
sc_out<packet_type>gupackout; // output port
sc_out<packet_type>glpackout; // output port
sc_in<bool>gclk;
packet_typeguin, glin, guout, glout;
packet_typegupackold, glpackold, s, epackold;
std::string ID_U,TID, X, vpw;
vector<string>MultiID_U, MultiTID, MultiX, Multivpw;
longint TS, t_pre, log_count;
vector<int>MultiTS, Multilog_count;
voidget_data_user();
voidget_data_ln();
voidreplay_nc();
voidreplay_c();
vector<int>Multit_pre;
// Constructor
SC_CTOR(gateway) {

SC_METHOD(get_data_user); // Method Process
sensitive<<gupackin;
//sensitive_pos<<gclk;
SC_METHOD(get_data_ln); // Method Process
sensitive<<glpackin;
//sensitive_pos<<gclk;

}
};
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Software model consists of program files that translate module specifications into C++ programs.

Figure 5.3 shows a sample program file, gateway.cpp.

Figure 5.3: A Sample C++ File (gateway.cpp)

#include "gateway.h"
void gateway::get_data_user() {

//Sleep(70);
std::string  Vs;
longint nonce0, nonce1;
std::string con_cat;
std::stringCk;
std::string Ck_;
std::string v;
//int diff1, diff2,T0, t;
std::string i, n0, n1;
std::string uid_str, g_str, g_bstr, N0_bstr, T0_str, T_str, T1_str, t_cstr;
std::bitset<512>  N1, TID_bit, A_bit, T0_bit, Ck_bit, TID1_bit, X1_bit, TID11_bit;
intp,l,y;

guin=gupackin;
if (guin == gupackold) {

return;
}

if (guin.mid == 10) {

/*cout<< "GW : Packet received from user, ID = " << guin.mid << "\n";
cout<<"GW : packet.f1(vpw) = "<<guin.f1 << "\n";
cout<<"GW : packet.sid(UID) = " <<guin.sid<< "\n";*/
ID_U = guin.sid; //user ID

for(l=0;l!=MultiID_U.size();l++){
if(MultiID_U[l]==ID_U){

break;
}

}
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The user module generates the registration packet from the data provided by the user and sends

the packet to GW node. The packet size used in our scheme is of 382 bytes length. We have used

secure Hash function SHA-512 to generate the message digest in our scheme. However, 160-bit

SHA-1 Hash function could be used to address the bandwidth constrain among different modules

of our simulation. This would also reduce the storage (memory) requirement for the Gateway

(GW) and Sensor (SN) modules. In fact, a range of message digest can be employed depending

on the security requirement and resource constraints in GW and sensor nodes.

5.3 Delay Analysis

A major problem in deploying WSNs is their dependence on the limited battery power. A main

design criterion is to extend the lifetime of the network without jeopardizing reliable and

efficient communications from sensor to other nodes as well as gateway. Optimizing every facet

of the communication protocols is therefore vital. The aim of a WSN design is to guarantee its

longevity under the given energy and complexity constraints. The MAC (Medium Access

Control) plays a central part in this design since it controls the active and sleeping state of each

node. The MAC protocols needs to trade longevity, reliability, fairness, scalability and latency

where throughput is rarely a primary design factor.

Most proposals for energy saving MAC schemes for sensor networks introduce a sleeping mode

for nodes, during which no energy is consumed. Introducing a sleeping mode does however

come at some cost. A solution is to use a Time Division Multiple Access (TDMA) scheme but

this requires node synchronization tightly. This can be a quite complex task in large networks

with random node locations and imperfect (drifting) clocks. The complexity can be reduced by
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letting the nodes to set their wake-up and sleeping times in a decentralized way. However, it

increases the delay or latency to transfer information between the sink and a distant node. For

some applications, such as spatial data collection for statistical purposes, this is acceptable but

not for many others that are more time-critical. Even if some fixed amount of latency can be

tolerated, a highly variable latency due to the random position of the nodes, random radio range,

non-synchronized or random sleeping and active periods will be much more problematic.

WSNs usually use a single channel, which results in a long latency due to high interference,

especially in high-density networks. When two or more sensor nodes send data to a common

neighbour at the same time, data collision occurs at the common neighbour preventing it from

successfully receiving any data. The data sent by a sender should be received by a corresponding

receiver with no collisions. The receiver aggregates the incoming data with its own data, and

stores the aggregated data as its new data. The time consumed by a single sending-receiving-

aggregating-storing is normalized to one, and parallel sending-receiving is preferred for reducing

network delay. Since the scheduling and associated delays happen at the MAC level, each

application may require a different solution at the link layer.

5.3.1 Application Layer Delay

We define latency as the difference between the time a login packet is sent to the sensor node

and the time a success_login message is received by the user. This is the time required to execute

the authentication code in the application layer. In our simulation, there is no node to node

communication delay since modules are directly connected through ports by signals. The

authentication latency is a function of the number of users and encryption cipher used in the
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scheme. The proposed scheme can be integrated to any lower level MAC protocol specifically

designed for wireless sensor network. In that case the latency due to lower level will be

determined by that particular protocol. We have also studied the effect of multiple users on

authentication latency for our proposed authentication scheme. Figure 5.4 shows the plot of

application layer latency against the number of users in our simulation.

Figure 5.4: Authentication Latency

From the graph of Figure 5.4 one can observe that the latency increases as the number of users

grow which is due to the increase in computational load of the gateway.

A comparison of the application layer latency against the number of users among the proposed

and existing schemes is shown in Figure 5.5. Ko’s scheme has a higher latency time due to

higher computational load on sensor and gateway modules. The latency of our proposed scheme

is comparable to Vaidya et al.’s scheme. Moreover, the scheme provides better security than all
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the existing password based protocols. We observe that the latency increases with an increase of

computational load on gateway as the number of users grow in the network.

Figure 5.5: Comparison of Authentication Latency

5.3.2 Network Layer Delay

In most of the scenarios of relevant interest, wireless multi-hop networks do not have fixed

communication paths. However, an end-to-end path followed by the packets is established
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such networks, a packet is routed to a particular node (next-hop) as long as the node selected for
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required for the correct operation of network.  In this case, each node goes to sleep for a random

amount of time depending on the traffic and network conditions, which means that the network

topology is changing randomly. Ping has identified the following sources of delay in WSN [36].

 Sender processing delay: This is the time elapsed from the moment a timestamp is

taken to the point it is buffered in a sensor related RF device.

 Media Access delay: This is the duration for a timestamp message stays in the RF

device buffer. For TDMA system, this is the time spent waiting for a designated time

slot. For CSMA system, it is the delay waiting for a clear channel to transmit.

 Transmit time: This is the time for a radio device to transmit a packet over a radio

link. When a packet has a fixed length and transmission speed is constant, then the

transmission time can be easily estimated.

 Radio propagation time: This is the time for a signal to propagate over the air to

reach a receiver. Radio propagation speed is 300 meters per microsecond. Since the

radio coverage of a wireless sensor network device is short and usually less than 100

meters, this delay is negligible.

 Receiver processing time: Time consumed on the receiver side to pass the received

packet from RF device buffer to the application module that is responsible for

processing the packet.

Among these delays, transmit time and radio propagation time could be considered symmetric to

the paths of different directions. Media access time is the key uncertainty. In addition to these, a

packet can be corrupted or lost along the path. If the MAC protocol retransmits the packet, the

round trip time estimation error will increase significantly. Figure 5.6 shows the delay time line

between two nodes.
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Figure 5.6: Delay Time Line Between Two Nodes

Witrant et al. setup a WSN and conducted an experiment based on the Breath routing protocol

using sensor nodes [54]. They observed that the average end-to-end network induced delay for a
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5.4 Security evaluation of some Representative Schemes

The securities of the existing schemes [24, 46, 48] are investigated by simulating the schemes in

SystemC. We have observed the following about these schemes.

 Tseng et al.’s scheme cannot resist replay attack, man in the middle attack, stolen

verifier attack, node capture attack, forgery attack and multiple login attack.

 Ko’s scheme suffers from replay attack, stolen verifier attack and multiple login

attack.

 Vaidya et al.’s scheme suffers from replay attack within ΔT interval, gateway bypass

attack due to node capture attack and many logged in user threat.

Table 5.1 shows the simulation results of some of the security flaws of Vaidya et al.'s scheme.

Table 5.1 : Simulation of Attacks on Vaidya et al.'s Scheme

Security flaws Result from simulation

The scheme cannot

resist replay attack

of login message

L1 within ΔT
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The scheme cannot

resist gateway

bypass attack

The scheme suffers

from multiple login

with same ID

attack.

5.5 Evaluation of Proposed Scheme

We have evaluated our scheme in different attack scenarios to verify the security claims. The

delay in the application layer is also an important metric for the performance evaluation of our

authentication scheme. This delay has been discussed in detail in the previous section. In this

section, we evaluate the performance of our scheme from security and cost point of view.
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5.5.1 Security Evaluation

Replay, node capture, gateway bypass and multiple login attacks are further investigated by

simulating our authentication scheme. It is verified that the proposed protocol is resistant against

all the above attacks that re-affirms our claims of chapter 4. The simulation of the security claims

of our proposed scheme are shown in Table 5.2a, 5.2b and 5.2c.

Table 5.2a shows the simulation result of replay attack. In replay attack, a valid communication

message is captured and replayed at a later time to gain access to the sensor data. The simulation

result confirms that our proposed authentication scheme successfully resists replay attack.
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Table 5.2a: Simulation of Replay Attack

Claim Result from simulation

The proposed

scheme can

resist Replay

attack of login

message in the

login phase L1.
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The proposed

scheme can

resist a replay

attack on accept

login message in

the

authentication

phase A2
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The proposed

scheme can

resist a replay

attack of accept

login message in

authentication

phase A4.
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The proposed

scheme can

resist a Replay

attack of

messages in

login phase L2

and

authentication

phase A2.

Table 5.2b shows the simulation result of forgery attack with node capture attack. In forgery

attack, either the captured message is modified or a new message is computed with the help of

captured node at different communication levels. The simulation confirms that the proposed

authentication scheme resists forgery attack with node capture attack.

Table 5.2b: Simulation of Node Capture Attack

The proposed

scheme can

resist forgery

attack with node

capture attack.
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The proposed

scheme can

resist forgery

attack with node

capture attack.
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The scheme can

resist gateway

bypass attack

due to node-

capture attack.

Table 5.2c shows the simulation result of many logged in user with same login ID threat and

password guessing attack. The result verifies our claim as discussed in chapter 4.
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Table 5.2c: Simulation of Many Logged in User with Same Login ID Threat

The proposed

scheme

resists many

logged in

user with

same login ID

threat.

The proposed

scheme

resists

password

guessing at

login phase

L1
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The main focus of our model is to provide application layer security. However, the security can

further be enhanced by incorporating IEEE 802.15.4 specification into our scheme in order to

provide confidentiality on frame at MAC sub-layer for all the four phases of our protocol.

5.5.2 Memory Cost Evaluation

The storage cost can be estimated by the memory usage. One way of estimating the memory

usage is to count up the number of variables and weigh them by the number of bytes according to

their types. A comparison is made between our proposed scheme with the existing schemes [24,

46, 48] based on memory requirement to store the user data that is presented in Table 5.3. The

storage overhead of sensor node for our proposed scheme is slightly higher than that of the

existing protocols [24, 46, 48]. However, our authentication protocol provides enhanced security

by eliminating the flaws of previous schemes such as replay attack, gateway bypass attack and

many logged in user threat identified in the previous protocols.

Table 5.3 Comparison of Memory Requirement

Storage overhead per user (bits)

Scheme UD GW SN

Tseng et al.’s scheme 640 704 160

Ko’s scheme 1152 1216 672

Vaidya et al.’s scheme 2304 1600 1056

Our Proposed scheme 2304 1601 1088
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5.6 Conclusion

In this chapter we have discussed the modeling of our proposed scheme in SystemC. The

performance of the authentication scheme is evaluated from security, latency and cost

perspective. A detailed comparative evaluation is provided to establish the supremacy of the

proposed scheme. In chapter 6 we conclude the thesis and provide some directions for future

research.
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Chapter 6: Conclusion and Future Work

WSNs have attracted an increasing number of researchers due to its ubiquitous nature, easy

deployment and a wide range of applications. In many applications, integrity and confidentiality

of collected data as well as the user privacy are very critical. Security measures should be

incorporated to protect the access to critical data and to restrict non-authorized users from

gaining the data access. However, the provision of perfect security in WSNs is a challenging task

due to various network and resource constraints and malicious attacks. In this thesis, we have

proposed a robust user authentication method that ensures that only the legitimate user can

access the sensor data.

In order to get some basic understanding of WSN, we have provided a brief introduction WSN,

its hard-ware platform, network structure, standards and specification, network topology and

some interesting and promising applications. Then we have discussed the security challenges and

different types of attacks in a WSN. A detailed security analysis of some of the past

representative authentication schemes is presented in order to review their benefits and avoid

their limitations in our proposed scheme. In this thesis, we have proposed a robust user

authentication scheme which is an improved password-based authentication methodology. The

scheme is built upon the past authentication techniques put forward by Tseng et al., Ko and

Vaidya et al. [24, 46, 48]. During the design of our security protocol we considered several

security requirements such as data confidentiality, integrity, freshness, authentication and the

scalability of sensor networks. We have identified that most of the past schemes are subject to

several security flaws [24, 46, 48]. To overcome these flaws, we have proposed an improved

authentication scheme that not only retains all the advantages of past schemes [24, 46, 48] but

also enhances the security by eliminating their weaknesses. Our proposed scheme possesses
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many advantages including resistance to replay attack, GW node bypass and many logged in user

attacks. It also provides mutual authentication among all the entities of WSN. The comparison

between the past schemes and our proposed scheme indicates that our scheme can provide better

security with no additional computation and almost negligible addition to the memory storage

overhead at the level of sensor nodes. Our scheme resists the replay attack inherently and does

not need strict network synchronization. In fact, the timestamp used in our scheme works as a

nonce. Our scheme successfully resists many logged in users with the same ID attack.

We have modeled our proposed authentication scheme and the past representative schemes [24,

46, 48] using SystemC. The modeling and simulation   of the past schemes provides sufficient

evidence that the schemes are vulnerable to a number of security threats. We have verified that

our scheme eliminates the known flaws of the past schemes and provides better security than all

the previous password based authentication methods.

In our scheme, we have assumed that the database is securely stored in GW node and failing to

meet this condition may make our scheme vulnerable to stolen verifier attack.  Again none of the

past schemes provide an inherent method to detect a compromised node. These issues open some

future directions to our work to mitigate the stolen verifier and node compromise attacks.

As a future work, one can investigate for the following:

 Design a protocol that inherently detects a compromised node.

 Optimize the code and message size to appropriately optimize the memory usage and

latency time.

 Implement a WSN on a real platform and integrate the user authentication at the

application layer.
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